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1.Department Vision & Mission 

   Vision of the Department:  

To evolve into a centre of excellence in Electronics & Communications Engineering through 

creative and innovative practices in teaching-learning and Research in consonance with the 

contemporary and future needs of the society.  

Mission of the Department: 

Mission 1: Inspire and encourage development of key ideas and innovations that can contribute 

to socio-economic development of India as well as society.  

Mission 2: Identify and collaborate with experts, professionals, academicians, commercial and 
various governmental bodies and develop an environment conducive to research and 

development.  

Mission 3: Offer state-of-the-art programs that inspire and motivates students in perusing the 

role of researchers and developers through higher learning programs.  

PROGRAM OUTCOMES: 

PO1. Engineering knowledge: Apply the knowledge of basic sciences and fundamental 

engineering concepts in solving engineering problems. 

PO2. Problem analysis: Identify and define engineering problems, conduct experiments 

and investigate to analyze and interpret data to arrive at substantial conclusions. 

PO3. Design/development of solutions: Propose an appropriate solution for engineering 

problems complying with functional constraints such as economic, environmental, societal, 

ethical, safety and sustainability.  

PO4. Conduct investigations of complex problems: Perform investigations, design and 

conduct experiments, analyze and interpret the results to provide valid conclusions. 

PO5. Modern tool usage: Select or create and apply appropriate techniques and IT tools for 

the design & analysis of the systems. 

PO6. The engineer and society: Apply reasoning informed by the contextual knowledge to 

assess societal, health, safety, legal and cultural issues and the consequent responsibilities 

relevant to the professional engineering practice.   

PO7. Environment and sustainability: Demonstrate professional skills and contextual 

reasoning to assess environmental or societal issues for sustainable development. 

PO8. Ethics: Apply ethical principles and commit to professional ethics and responsibilities 

and norms of the engineering practice. 

PO9. Individual and team work: Function effectively as an individual, and as a member or 

leader in diverse teams, and in multi-disciplinary situations. 
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PO10. Communication: Communicate effectively among engineering community, being 

able to comprehend and write effectively reports, presentation and give / receive clears 

instructions. 

PO11. Project management and finance: Demonstrate and apply engineering & 

management principles in their own / team projects in multidisciplinary environment. 

PO12. Life-long learning: Recognize the need for, and have the ability to engage in 

independent and lifelong learning 

PROGRAM SPECIFIC OUTCOMES 

 

PSO1: To provide effective and efficient real time solutions using acquired knowledge in 

various domains to crack problem using suitable mathematical analysis, data structure and 

suitable algorithm. 

PSO2: To develop environmental and sustainable engineering solution having global and 

societal context using modern IT tools. 

PSO3: To exhibit professional and leadership skills with ethical values dealing diversified 

projects with excellent communication and documentation qualities0 

 

Program Educational Objectives (PEOs) : 

 

PEO#1 

To apply the knowledge of mathematics, basic sciences and engineering 

solving the real world computing problems to succeed in higher 

education and professional careers. 

PEO#2 

To develop the skills required to comprehend, analyze, design and 

create innovative computing products and solutions for real life 

problems. 

PEO#3 

To inculcate professional and ethical attitude, communication and 

teamwork skills, multi-disciplinary approach and an ability to relate 

computer engineering issues with social awareness. 
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List Of CO’s: 

Course 

Code.CO No Course Outcomes (CO’s) 

At the end of the course student will be able to 

CS2204.1 

 

Know the Categories and functions of various Data communication         

Networks. 

  

CS2204.2 

 

 . Design and analyze various error detection techniques 

  

CS2204.3 

 

 Demonstrate the mechanism of routing the data in network layer 

CS2204.4 

 

Know the significance of various Flow control and Congestion control        

Mechanisms     

CS2204.5 

 
Know the Functioning of various Application layer Protocols.    

  

 

Course Outcome (CO)-Program Outcome (PO) Matrix:(2021-2022) 

Course Name: DBMS(CS2204) 

 PO

1 

PO[

2] 

PO[

3] 

PO[

4] 

PO[

5] 

PO[

6] 

PO[

7] 

PO[

8] 

PO[

9] 

PO[1

0] 

PO[1

1] 

PO[1

2] 

CO1 

 

2 1 3 - 2 2 - - - - 3 2 

CO2 2 2 3 - 3 2 - - - - 3 2 

CO3 2 2 3 - 3 2 - - - - 3 2 

CO4 2 1 3 - 3 2 - - - - 3 2 

CO5 2 2 3 - 3 2 - - - - 3 2 
Avera

ge 

2 1.6 3 - 26 2 - - - - 3 2 

 

 

 

 

 

 

2.ACADEMIC CALENDAR 
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3. SYLLABUS:  
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R20B.Tech.ECE Syllabus                                                                       JNTU HYDERABAD 
 

EC3102PC: DATA COMMUNICATIONS AND NETWORKS 

B.Tech. III Year I Semester             L     T     P    C   3      1     0    4 

 Pre-requisite:  Digital Communications  

 

Course Objectives:  

1. To introduce the Fundamentals of data communication networks  

2. To demonstrate   the Functions of various protocols of Data link layer. 

3. To demonstrate Functioning of various Routing protocols.  

4. To introduce the Functions of various Transport layer protocols.  

5. To understand the significance of application layer protocols   

 

Course Outcomes: Upon completing this course, the student will be able to  

1. Know the Categories and functions of various Data communication         

Networks  

2. Design and analyze various error detection techniques.  

3. Demonstrate the mechanism of routing the data in network layer 

4. Know the significance of various Flow control and Congestion control        

Mechanisms     

5. Know the Functioning of various Application layer Protocols.    

 

UNIT - I: Introduction to Data Communications: Components, Data 

Representation, Data Flow, Networks- Distributed Processing, Network Criteria, 

Physical Structures, Network Models, Categories of Networks Interconnection of 

Networks, The Internet - A Brief History, The Internet Today, Protocol and 

Standards - Protocols, Standards, Standards Organizations, Internet Standards.  

Network Models, Layered Tasks, OSI model, Layers in OSI model, TCP/IP 

Protocol Suite, Addressing Introduction, Wireless Links and Network 

Characteristics, WiFi: 802.11 Wireless LANs -The 802.11 Architecture,  

 

UNIT - II: Data Link Layer: Links, Access Networks, and LANs- 

Introduction to the Link Layer, The Services Provided by the Link Layer, Types of 

errors, Redundancy, Detection vs Correction,  Forward error correction Versus 

Retransmission Error-Detection and  Correction Techniques, Parity Checks, Check 

summing Methods, Cyclic Redundancy Check (CRC) , Framing, Flow Control and 

Error Control protocols , Noisy less Channels and Noisy Channels, HDLC, Multiple 

Access Protocols,  Random Access ,ALOHA, Controlled access, Channelization 

Protocols.  802.11 MAC Protocol, IEEE 802.11 Frame  

 

UNIT - III: The Network Layer: Introduction, Forwarding and Routing, 

Network Service Models, Virtual Circuit and Datagram Networks-Virtual-Circuit 

Networks, Datagram Networks, Origins of VC and Datagram Networks, Inside a 

Router-Input Processing, Switching, Output Processing, Queuing,  The Routing 
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Control Plane, The Internet Protocol(IP):Forwarding and Addressing in the Internet- 

Datagram format, Ipv4 Addressing, Internet Control Message Protocol(ICMP), IPv6   

 

UNIT - IV: Transport Layer: Introduction and Transport Layer Services : 

Relationship Between Transport and Network Layers, Overview of the Transport 

Layer  in the Internet, Multiplexing and Demultiplexing, Connectionless Transport: 

UDP -UDP Segment Structure, UDP Checksum, Principles of Reliable Data 

Transfer-Building a Reliable Data Transfer Protocol, Pipelined Reliable Data 

Transfer Protocols, GoBack-N(GBN), Selective Repeat(SR), Connection Oriented 

Transport: TCP -  The TCP Connection, TCP Segment Structure, Round-Trip Time 

Estimation and Timeout, Reliable Data Transfer, Flow Control, TCP Connection 

Management, Principles of Congestion Control - The Cause and the Costs of 

Congestion, Approaches to Congestion Control   

 

UNIT - V: Application Layer: Principles of Networking Applications – 

Network Application Architectures, Processes Communicating, Transport Services 

Available to Applications, Transport Services Provided by the File Transfer: FTP,- 

FTP Commands and Replies, Electronic Mail in the Internet- STMP, Comparison 

with HTTP, DNS-The Internet’s Directory Service – Service Provided by DNS, 

Overview of How DNS Works, DNS Records and messages.  

 

TEXTBOOKS: 1. Computer Networking A Top-Down Approach – Kurose 

James F, Keith W, 6th Edition, Pearson. 2. Data Communications and Networking 

Behrouz A. Forouzan 4th Edition McGraw-Hill Education  

 

REFERENCES: 1. Data communication and Networks - Bhusan Trivedi, 

Oxford university press, 2016 2. Computer Networks -- Andrew S Tanenbaum, 4th 

Edition, Pearson Education 3. Understanding Communications and Networks, 3rd 

Edition, W. A. Shay, Cengage Learning 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4 .CO/PO mapping  

Course Name: DCN(EC3102PC) 

 PO
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CO1 

 

2 1 3 - 2 2 - - - - 3 2 

CO2 2 2 3 - 3 2 - - - - 3 2 

CO3 2 2 3 - 3 2 - - - - 3 2 

CO4 2 1 3 - 3 2 - - - - 3 2 

CO5 2 2 3 - 3 2 - - - - 3 2 
Avera

ge 

2 1.6 3 - 26 2 - - - - 3 2 

    

 

.  
5.Nominal Rolls: 

 

                                                            A section 

1 20X01A0401 Andhe Nishanth 

2 20X01A0402 Akula Yugander 

3 20X01A0403 Bandi Rakesh 

4 20X01A0404 Bokka Sai Charan 

5 20X01A0405 Bollapelly Mounyasree Goud 

6 20X01A0406 Bongunuri Supriya 

7 20X01A0407 Botcha Rohith 

8 20X01A0408 Chandana Teja 

9 20X01A0409 Ch Tejaswanth Chowdary 

10 20X01A0410 Darla Sisindri 

11 20X01A0411 Dasu Sai Charan 

12 20X01A0412 Datrika Manikanta 

13 20X01A0413 Giduturi Ajay Kumar 

14 20X01A0414 Govinda Madhukar 

15 20X01A0415 Gutta Bala Krishna 

16 20X01A0416 Jangiti Sai Teja 

17 20X01A0417  Jaggannagari Shivakumarreddy 

18 20X01A0418 Koraboina Aravind 

19 20X01A0419 Kasula Shiva 

20 20X01A0420 Kondabathulla Priyanka 

21 20X01A0421 Kalakanti Pavankumar Reddy 

22 20X01A0422 Kasula Rohith 
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23 20X01A0423 Mamidi Soumya 

24 20X01A0424 Mekala Mallikarjun Reddy 

25 20X01A0425 Mukkamala Sarvari Priya 

26 20X01A0426 Musku Yogeshwar 

27 20X01A0427 Nuthula Harshitha Reddy 

28 20X01A0428 N Navitha 

29 20X01A0429 Nadol Sumalatha 

30 20X01A0430 Oruganti Praveen 

31 20X01A0431 Paritala Navya 

32 20X01A0432 Peddapatlola Sai Ajay 

33 20X01A0433 Perudi Aravind Reddy 

34 20X01A0434 Pippera Akanksha 

35 20X01A0435 Sangati Rammohan 

36 20X01A0436 Sareddygari Bharath Reddy 

37 20X01A0437 Sirinomula Sai Krishna 

38 20X01A0438 Sunkara Harshitha 

39 20X01A0439 Sahukari Bhavani 

40 20X01A0440 Sandi Anuhya 

41 20X01A0441 Satti Uttej 

42 20X01A0442 Thota Uma Maheshwari  

43 20X01A0443 Todeti Joshna  

44 20X01A0444 Takkala Aishwarya 

45 20X01A0445 Udari Ramu 

46 21X05A0401 Agurla Ajay 

47 21X05A0402 Allaka Krishna 

48 21X05A0403 Aloni Manikanta 

49 21X05A0404 Arepally Bharadwaj 

50 21X05A0405 B Mahesh 

51 21X05A0406 Bhukya Ashok 

52 21X05A0407 Chilukuri Nithya 

53 21X05A0408 Chinthapally Naga Rohith Reddy 

54 21X05A0409 Dandige Sai Teja 
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55 21X05A0410 Eega Tharun 

56 21X05A0411 Gajula Divya 

57 21X05A0412 Goli Akshay 

58 21X05A0413 Gone Jayanth 

59 21X05A0414 Goute Leena Sri 

60 21X05A0415 Gudeshe Chandu 

61 21X05A0416 Jangam Shashank Goud 

62 21X05A0417 K Sandhya Rani 

63 21X05A0418 Kola Bhargav Yadav 

64 21X05A0419 Komanaboina Ashmitha 

65 21X05A0420 Konapur Shushmitha 

                                                B section 

66 20X01A0446 Uppugalla Varun Kumar 

67 20X01A0447 Vinjamu Sivarama Krishnama Naidu 

68 20X01A0448 Vanga Ajay Reddy 

69 20X01A0449 Vallakonda Gouthami Reddy 

70 20X01A0450 Voruganti Rohith Reddy 

71 20X01A0451 Alluri Leela Sai 

72 20X01A0452 Arakala Varun Raj 

73 20X01A0453 Baddam Ruchitha Reddy 

74 20X01A0454 Banda Araya Raj 

75 20X01A0455 Bandi Bhavishya 

76 20X01A0456 Bandi Dheeraj Kumar Reddy 

77 20X01A0457 Chandupatla Harshitha 

78 20X01A0458 Chilveru Aravind 

79 20X01A0459 Chitikala Uma Mahesh 

80 20X01A0460 Deshapathi Sathwik Sharma 

81 20X01A0461 Dhamugatla Sujith Kumar Reddy 

82 20X01A0462 Donthula Lokesh Kumar 

83 20X01A0463 Erra Layareddy 

84 20X01A0464 Gadde Sai Shashank 

85 20X01A0465 Ganta Narasimha Charan 
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86 20X01A0466 Gayathri Gouru 

87 20X01A0467 Kommu Ruthvik 

88 20X01A0468 Kotagiri Prashanth 

89 20X01A0469 Kothamasu Anusha 

90 20X01A0470 Kotla Sai Kiran 

91 20X01A0471 Kukkala Surya Naresh 

92 20X01A0472 Lakkidi Sathwik Reddy 

93 20X01A0473 Malyala Venu 

94 20X01A0474 Mailaram Manideep 

95 20X01A0475 Madhava Reddy Gari Nichitha 

96 20X01A0476 Nallola Mahender Reddy 

97 20X01A0477 Naramala Ankoji 

98 20X01A0478 Nune Rajashekharreddy 

99 20X01A0479 Pirlapally Ravi Kiran Reddy 

100 20X01A0480 Pochugari Chandrashekar Reddy 

101 20X01A0481 Poola Poojitha 

102 20X01A0482 Puchakayala Dashawanth Reddy 

103 20X01A0483 Ravella Abhishek 

104 20X01A0484 Billa Swarna Latha 

105 20X01A0485 Poloju Swathi 

106 20X01A0486 Sri Ravi Kumar 

107 20X01A0487 G Yashwanth 

108 20X01A0488 Bandi Vaishnavi 

109 20X01A0489 Chadmal Harish Rao 

110 20X01A0490 Syed Usman 

111 20X01A0491 T Anand Sai Kumar 

112 21X05A0421 Kuncham Sai Praharsha 

113 21X05A0422 Magi Anand 

114 21X05A0423 Medikayala Harika 

115 21X05A0424 Mekala Govardhan 

116 21X05A0425 Mittapally Ajay Sai Kumar 

117 21X05A0426 Nadirega Sai Prasad Reddy 
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118 21X05A0427 Pala Surya Prakash Reddy 

119 21X05A0428 Panthula Harika 

120 21X05A0429 Pentela Charan Sai 

121 21X05A0430 Sai Kiran Gangshree 

122 21X05A0431 Nanded Ranavika 

123 21X05A0432 Sanjann Gari Arvind Reddy 

124 21X05A0433 Sappati  Sai Charan Reddy 

125 21X05A0434 Shingiri Konda Tejaswini 

126 21X05A0435 Talagapu Vinay Kumar 

127 21X05A0436 Tegampur  Akshitha 

128 21X05A0437 Vagumari Sambu Prashanth 

129 21X05A0438 Vallakatla Sai Krishna 

130 21X05A0439 Vasireddy Junendra 

131 21X05A0440 Vutukuru Uday Sri Sai 
 

 

 

6.CLASS TIME TABLE 
  CLASS: III YEAR ECE DCN –  I SEM (2022-2023)  ROOM NUMBER:   WEF:22//8/2022 

  CLASS INCHARGE: Dr R MURUGESAN 

 

 1 2 3 4 

12:50PM – 

1:40PM 

5 6 7 

HOUR/DAY 
9:30AM -

10:20AM 

10:20AM 

-

11:10AM 

11:10AM 

-

12:00PM 

12.00PM-

12.50PM 

1:40PM 

-2:30PM 

2:30PM 

-3:20PM 

3:20PM 

-4.10PM 

MON  DCN -A   

 

L 

U 

N 

C 

H 

 

BS lab 

TUE  DCN-A  DCN-B BS lab 

WED   DCN-B  DCN T   

THU  DCN-B  DCN-A DCN B T 

FRI   DCN-A DCN-B  DCN-A  

SAT    
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7.Lesson plan 

 

 

UNIT-I 

Learning Objectives: 

 To understand the definitions of data communication 

 To illustrate the  networks 

 To define some important terms of networks 

 To study about important history of internet 

  To study network layered model 

 To study  wireless lans architecture 
 

S.No. Description of Topic No. of Hrs. 
required 

Method of 
Teaching 

1. Components, Data Representation, Data Flow, 
Networks- 

1 
Black board 

2. Distributed Processing, Network Criteria, Physical 
Structures, 

1 
Black board + PPT 

3. Network Models, Categories of Networks 

Interconnection of Networks,. 2 
Black board + PPT 

4. The Internet - A Brief History, The Internet Today, 
Protocol and Standards - 

1 
Black board + PPT 

5. Protocols, Standards, Standards Organizations, Internet 
Standards. 

2 Black board + PPT 

6. Network Models, Layered Tasks, OSI model, Layers in 
OSI model, 

2 
Black board + PPT 

7. /IP Protocol Suite, Addressing Introduction,. Wireless 
Links and Network Characteristics, 

2 
Black board + PPT 

8. WiFi: 802.11 Wireless LANs -The 802.11 Architecture, 

 2 
Black board + PPT 

Total Hours 13  

 

 

 

 UNIT – II 

Learning Objectives: 

 To Define data link layer  

 To discuss types of error, detection and correction technique 

 To study about noisy and noisy less channel 

 To study about multiple access protocol 

S.No. Description of 
Topic 

No. of Hrs. 
required 

Method of 
Teaching 
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1. 1
. 
Links, Access Networks, and LANs- Introduction to the 

Link Layer, The Services Provided by the Link Layer, 

2 Black board + PPT 

2. 2
. 
The Services Provided by the Link Layer, Types of errors, 
Redundancy, Detection vs Correction 

2 Black board + PPT 

3. 3
. 
Forward error correction Versus Retransmission Error-
Detection and  Correction Techniques 

2 Black board 

4. 4
. 
Parity Checks, Check summing Methods,  2 Black board 

5. 5
. 
Cyclic Redundancy Check (CRC) 1 Black board+ PPT 

6. 6
. 
Framing, Flow Control and Error Control protocols) Noisy 
less Channels and Noisy Channels, 
 

2 Black board 

7.  HDLC, Multiple Access Protocols,  Random Access 
,ALOHA, Controlled access, Channelization Protocols. 

2 Black board 

8.    802.11 MAC Protocol, IEEE 802.11 Frame  

 

2 Black board 

Total Hours 15  

UNIT-III 

Learning Objectives: 

 To study network layer  and its function 

 To study virtual circuit and datagram networks 

 To study IPv4&IPv6 and itsdifference between them 
 

 

S.No. Description of 
Topic 

No. of 
Hrs. 

required 

Method of 
Teaching 

1. , Introduction, Forwarding and Routing, Network Service 
Models, Virtual Circuit and Datagram  

1 Black board + PPT 

2. : Networks-Virtual-Circuit Networks, Datagram Networks, 
Origins of VC and Datagram Networks, 2 

Black board + PPT 

3.  Origin 0f Virtual Circuit and Datagram 1 Black board + PPT 

4. Inside a Router-Input Processing, Switching, Output 
Processing, Queuing,  The Routing Control Plane 2 

Black board + PPT 

5. The Internet Protocol(IP):Forwarding and Addressing in 
the Internet- Datagram format 

       2 
Black board + PPT 

6 Ipv4 Addressing, Internet Control Message 

Protocol(ICMP), IPv6   

 

. 

       2 

PPT 
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Total Hours 10  

 

 

UNIT-IV 

Learning Objectives: 

 To study about Introduction and Transport Layer Services : Relationship Between 

Transport and Network Layers 

 To study about TCP/IP and UDP 

 To learn about connection management 
 

 

 

S.No. Description of 
Topic 

No. of Hrs. 
required 

Method of 
Teaching 

1. 1
. 
Introduction and Transport Layer Services : Relationship 
Between Transport and Network Layers, Overview of the 
Transport Layer  in the Internet 

2 

Black board 

2. 2
. 
Multiplexing and Demultiplexing, Connectionless 
Transport: UDP -UDP Segment Structure, UDP Checksum 

 
2 

Black board 

3.  Principles of Reliable Data Transfer-Building a Reliable 
Data Transfer Protocol, Pipelined Reliable Data Transfer 
Protocols 

2 
 
PPT 

4.  Pipelined Reliable Data Transfer Protocols, GoBack-

N(GBN), Selective Repeat(SR), Connection Oriented 

Transport: TCP -  The TCP Connection,  

2 
Black board 

5.  TCP Segment Structure, Round-Trip Time Estimation and 

Timeout, Reliable Data Transfer, Flow Control, 
2 PPT 

6.  TCP Connection Management, Principles of Congestion 

Control - The Cause and the Costs of Congestion, 

Approaches to Congestion Control   

 

2 

PPT 

Total Hours 
12 

 

 

 

UNIT-V 

Learning Objectives: 

 To Study Principles of Networking Applications  

 To  study various application protocol. 
 

 

S.No. Description of Topic No. of Hrs. 
required 

Method of Teaching 

1. Principles of Networking Applications – Network 
Application Architectures, Processes Communicating 

2 Black board + PPT 
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2. Transport Services Available to Applications, 
Transport Services Provided by the File Transfer 

2 Black board + PPT 

3. FTP,- FTP Commands and Replies, Electronic Mail in 
the Internet-  

2 Black board + PPT 

4. STMP, Comparison with HTTP, 1 Black board + PPT 

5. DNS-The Internet’s Directory 

Service – Service Provided by DNS,  

2 Black board + PPT 

6. Overview of How DNS  Works, 

  DNS Records and messages  

 

2 Black board 

Total Hours 11  

 

Total Hours required 

UNIT No. of Hours Required 

UNIT-I 13 

UNIT:2 15 

UNIT:3 10 

UNIT:4 12 

UNIT:5 11 

Total 61 

 

 

8. Unit wise Question Bank 
 

UNIT WISE OBJECTIVE TYPE QUESTION BANK, SHORT AND LONG ANSWER TYPE 

QUESTIONS 

 

 

 

UNIT-I (2 marks ) 
1 What are the components of  data communication networks 

2 What  is data representation 

3 What is data flow 

4 What are the network criteria 

5 What is physical topology  and classify it 

6 What is elements of protocol 

 

7 What is Defacto and dejure  in standard 

8 What is wireless link characteristics  

9 Write name of  IEEE 802.11 wireless LAN standard   

10 What is BSS and ESS 

 
 

 

(5marks) 
11 a) Explain OSI model with architecture 



DCN 

ECENRCM 17 

b) Write advantage and disadvantage of star  and bus topology 

12 a) Explain TCP /IP with diagram 

b) Write difference between OSI and TCP/IP 

13 a) Explain all physical topology (star,mesh,bus ,ring) 

b) Write difference between LAN ,MAN,WAN 

14 a) Explain LAN and MAN with diagram 

b) Write advantage and disadvantage of  ring  and mesh topology 

15 a)  Explain The 802.11 Architecture 

b) Explain wireless  links characteristics  

16 a) Explain protocol and standard  

b)  Explain IEEE 802.11 wireless LAN standard   
 

 
 

UNIT-II (2 marks) 
 

1 Write difference between detection and correction 

2 List the service provided by data link layer 

3 State issue of data link layer 

4 Define error detection and list the various error detection techniques  

5 List the advantage of error CRC method of error detection  

6 Define  error correction and list the various error correction 

7 What do you understand by CSMA protocol 

8 Difine random access  

9 What is burst error 

10 Difine IEEE 802.11 standard  

(5 Marks) 
11 a) What are the service provided by data link layer 

b) Explain  in detail the types of  error 

12 a) Explain framing in data link layer 

b) Explain parity check techniques for detection and correction technique 

13 a) Explain internet check sum 

b) Explain CRC with example 

14 a) Explain in detail channelization access control 

b) Explain in detail random access control 

15 a) Explain  in detail controlled access  

b) Write difference between aloha and pure aloha 

16 a) Explain sliding widow techniques in noisy channel 

b) Explain in detail noise less  channel  
 

UNIT-III(2 Marks 
1 Define routing 

2 Differentiate between forwarding table and routing table 

3 How do routers differentiate the incoming unicast and broadcast IP packets 

4 List the advantage of connection oriented services over connectionless services 

5 Write characteristics of  datagram networks 

6 What is an IP 

7 What is IP4 addresses 
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8 Expand ICMP and its function 

9 Write advantages of IP6 over IPV4 

10 Write ICMP message format  

1. (5 Marks) 

 
11 a) Explain forwarding and routing function of network layer 

b) Explain in detail  network service model 

12 a) List the services provided by network layer 

b) Explain in detail  virtual circuits networks 

13 a) Explain  in detail datagram circuit networks 

b) Write difference between virtual circuit and datagram circuit 

14 a) Discuss the four components present inside a router 

b) Discuss evolution of virtual circuits and datagram networks 

15 a) Describe the three switching techniques  

b) Explain the working of DHCP protocol 

16 a) Explain  in detail ICMP 

b) Compare IPV4 and IPV6  

 

UNIT-IV (2 Marks) 
 

What is a transport layer 

What are the various transport layer protocols 

what you meant by port number 

What are the service provided by transport layer 

What is UDP 

What is TCP 

Differentiate between TCP and UDP 

Difine  congestion control 

What is difference between congestion control and flow control 

How fast do retransmits of TCP works 

(5 Marks) 
11 a) What are the services responsibilities of transport layer 

b) Explain the relationship between network and transport layer 

12 a) Explain transport layer in the internet 

b) What is UDP list its features and explain its header 

13 a) What is the responsibility of reliable data transfer protocols 

 b) Explain the three way handshaking protocols establish the transport level 

connection 

14 a) How reliable data transfer in TCP 

 b) Explain TCP connection management 

15 a) Explain congestion control in traditional TCP 

 b) Explain various approaches in congestion control 

16 a) Describe the pipelined protocol for reliable data transfer protocols 

 b) Define UDP check sum and discuss the operation of UDP 

UNIT-V(2 Marks) 
 

1 What is application layer paradigm 

2 What is anonymous FTP 
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3 What are the different types of files that FTP can transfer 

4 What is important difference between a request –response message and a trap 

message in SNMP 

5 Define Email  

6 Write the uses of HTTP 

7 Mention the types of HTTP messages  

8 What is DNS 

9 Comparison between HTTP and SMTP 

10 What is mixed paradigm  

(5 Marks) 
11 a) Explain traditional paradigm /client- server 

b) Explain application programming interface 

12 a) Discuss the TCP and UDP services provided by the internet to application layer 

b) Classify the possible service available to applications 

13 a) What is resource record ? what its format and types 

b) Explain new paradigm /peer to peer 

14 a) Discuss in detail about FTP 

b) Discuss the working of E mail in detail 

15 a) Explain in detail SMTP 

b) What are the service provided by DNS 

16 a) Explain in detail about DNS and working of DNS server 

b) Explain records and messages  of DNS 
 

9. Old question papers 
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10. Question Papers (CIA & SEE)  

Continuous Internal Assessment Questions Assignment 1: 
                                              UNIT 1 

1 Explain OSI model with example and its characteristics 

2 Explain physical topologies with Example  practical in class room   

                                             UNIT 2 

1 Explain in detail sliding window techniques 

2Explain Framing, checksum in data link layer 

                                           UNIT 3 

Explain in detail Virtual circuits and datagram circuits with example 

Explain inside router and ICMP 

 

 

11. Tutorial sheets Available in annexure 1 
 

12. Learning Methodologies:  

a. Problem Solving methodologies (assignments, quiz, case study etc.) 
 b. Mini Project 
 

Experiential learning (Industrial visits, Internships, Mini Projects, Academic Projects, Guest 

Lectures, Student Workshops etc.,), Problem Solving methodologies (assignments, quiz, case study 
etc.) 
 

 

Note:1. At least TWO learning Methodologies to be included in your course  

2. The above methodologies for illustration, you may add more  
13. Subject notes/PPTs/self study material  

Available in annexure 1 
 

14. Feedback on curriculum design  and 
development weighted feedback 
regarding the curriculum 
 

 

Stakeholders involved Weights 

Parents 10 % 

Students 10 % 

Faculty 20 % 

Alumni 30 % 

Industry Representative / Recruiters 30 % 

Aggregate 100 % 
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Difficulty level of the course is appropriate. 53 29 22 8 3 115 

Pedagogical strategies adopted are appropriate (e.g., 
discussion, brainstorming, presentation, case study, video, 
animation, 
simulation, etc.). 

 

46 
 

33 
 

27 
 

7 
 

2 
 

115 

Prescribed book (s) are appropriate for this course. 47 31 24 9 4 115 

Satisfaction level of the achievements of course outcomes mentioned 
in the syllabus during the course delivery or completion of the course 

42 30 17 19 7 115 

The content of this course is proper and is in logical sequence. 49 28 22 13 3 115 

This course has applicability to the real-life problems. 46 29 23 12 5 115 

This course provides learning in terms of knowledge, concepts, 
skills, analytical abilities, etc. 50 28 25 8 4 115 

Type of academic tasks planned are helpful in understanding the 
applicability of concepts. 48 31 22 11 3 115 

Weekly hours assigned for this course are sufficient to cover the 
course contents. 49 29 22 10 5 115 

Average % 42 26 20 9 3 100 

 
 

15.   CO/PO attainment, analysis and 

Action taken report Attainment in 

annexure II 

Analysis: Based on feedback, continuous internal evaluation, semester end 
examination results, 
quiz and assignments, following conclusion can be drawn for II Year I semester 

Course, Digital Logic Design. 

1. Syllabus and the sequence of the courses in the curriculum are well defined and 

balanced 

2. The course objectives and outcomes are stated for each of the unit. 
3. The courses enhance the analytical / problem solving / critical thinking / 

innovative skills of the students. 

4. Sufficient number of relevant reading materials and digital resources are 
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available in the Library. 

5. The quality of textbooks/reference books recommended in the syllabus is 

satisfactory. 

6. Sufficient practical exposure is provided for the theoretical concepts in the courses. 

7. The curriculum is up to date and relevant from the point of view of employability. 

8. The syllabus is relevant for competitive examinations like GATE, PSUs, UGC 

NET, IES, GPAT, GMAT, etc. 

 

Action taken: 

1. More examples to be included to highlight the use of Digital Logic design in 

everyday life. 

2. Basics of Digital Logic Simulation to be highlighted in the classroom prior to 

practical. 
3. Tinkering labs for digital system design to be introduced. 

 

 
 
SUBJECTS NOTES UNIT 1 

Introduction 
Data communications and networking  
Change the way we do business and the way we live. Business decisions have to be made more 

quickly. Decision depends on immediate access to accurate information. Business today rely on 

computer networks and internetworks. Before get hooked up, we need to know: 
How networks operate? 

What types of technologies are available? 

Which design best fills which set of needs? 
Development of the PC changes a lot in business, industry, science and education. Similar revolution 

is occurring in data communication and networking. Technologies advances are making it possible 

for communications links to carry more and faster signals. Services are evolving to allow the use of 

this expanded capacity. For example telephone services extended to have Conference calling, Call 
waiting, Voice mail, Caller ID. 

Communication:Means sharing information Local (face to face) or remote (over distance) 

Telecommunication: Telephone, telegraph and television. Mean’s communication at a distance. 
Tele is Greek for far. 

Data:Refers to information. Presented in any form. Agreed upon by the parties (creating & using) 

Data communication: is the exchange of data between two devices via some form of transmission 
medium (wire cable). 

Communication system made up of a combination of hardware and software. Effectiveness of data 

communication system depends on: 

1. Delivery: The system must deliver data to correct destination. Data received by the indented 

user only. 

2. Accuracy: The system must deliver data accurately (no change). Data changed & 

uncorrected is unusable. 

3. Timeliness: The system must deliver data in timely manner. Data arrived late are useless. In 

the same order (video and audio) & without delay (Real time transmission). 

4. Jitter: Variation in the packet arrival time (uneven quality in the video is the result). 
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Components 

A data communication system is made up of five components 

 
1.Message: the information (data) to be communicated Consist of text, numbers, pictures, audio, 

or video 

2.Sender: the device that sends the data message Computer, workstation, telephone handset, 
video camera, … 

3.Receiver: the device that receives the message Computer, workstation, telephone handset, 

television, …. 
4.Medium: The physical path by which a message travels from sender to receiver twisted pair, 

coaxial cable, fibre- optic, radio waves. 
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5.Protocol: a set of rules that govern data communications. An agreement between the 
communicating devices. Devices may be connected but not communicating (no protocol).Arabic 

speaker with Japanese speaker. 

Data Representation 

 
Text:  
Sequence of bits (0s or 1s).Different sets of patterns to represent text symbols (each set is called: 

code).ASCII: 7 bits (128 symbols). common coding system today is Unicode uses: 32 bits to 

represent a symbol or character in any language (4,294,967,296). 

 
Numbers:  

Represented by bit patterns. The number is directly converted to a binary number 

Images:  

Represented by bit patterns. A matrix of pixel. Resolution: size of the pixels. High resolution: 

more memory is needed. Each pixel is assigned a bit pattern 
1-bit pattern (black and white dots image) 

2-bit pattern (4 levels of grey) 

RGB (colour images) 

Audio: 

Continuous not discrete. it Change to digital signal 

Video: 

Recording or broadcasting of a picture or movie. Change to digital signal. 

Data Flow 

Communication between two devices can be 

1.Simplex 
2.Half-Duplex 

3.Full-Duplex 

1.Simplex (one way street) 

The communication is unidirectional. Only one device on a link can transmit; the other can only 
receive. Use the entire capacity of the channel to send data. 

Example: Keyboards, Monitors 
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2. Half-Duplex(one-lane with two-directional traffic) 

Each station can both transmit and receive, but not at the same time. When one device is 

sending, the other can only receive, and vice versa. The entire capacity of a channel is taken over 

by the transmitting device 
Example: Walkie-talkies  

 
3.Full-Duplex (Duplex) (two-way street) 

Both stations can transmit and receive at same time. In Signal’s going in either direction sharing 
the capacity of the link. Sharing can occur in two ways: Link has two physically separate 

transmission paths. One for sending and the other for receiving. The capacity of the channel is 

divided between signals travelling in both directions. 
Example: Telephone network 

 
 

Network:  A set of devices (nodes) connected by communication links 

Node: computer, printer, … 
Distributed Processing: Most networks used it Task is divided among multiple computers instead 

of one single large computer 

Network Criteria  
Network must meet a certain number of criteria, The most important  of the network criterions  

are: Performance, Reliability& Security. 

Performance 

Transit time: A mount of time required for a message to travel from one device to another 
Response time: Elapsed time between an inquiry and a response 

Performance depends on : 

 1- Number of users: large number slow response time. 
 2- Type of transmission medium: fiber-optic cabling faster than others cables. 

 3- Capabilities of the connected hardware: affect both the speed and capacity of 

transmission. 
4- Efficiency of the software: process data at the sender and receiver and intermediate affects 

network performance 

Performance is evaluated by two contradictory networking metrics: 

Throughput (high): a measure of how fast we can actually send data through a network 
Delay (low) 

Reliability 

Reliability is measured by: Frequency of failure, Recovery time of a network after a failure 
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Network’s robustness in a catastrophe: protect by good back up network system 
Security 

Protecting data from unauthorized access 

Protecting data from damage and development 

Implementing policies and procedures for recovery from breaches and data losses (Recovery plan) 
Physical Structures: 

Type of connection 

Network: Two or more devices connected through links 
Link: Communication pathway that transfers data from one device two another 

Two devices must be connected in some way to the same link at the same time. Two possible types: 

Point-to-Point 
Multipoint 

Point-to-Point 

 Dedicated link between two devices 

Entire capacity of the link is reserved for transmission between those two devices 
Use an actual length of wire or cable 

 
Other options, such as microwave or satellite is possible 

Example: Television remote control 

 
Multipoint (multidrop) 

 More than two devices share a single link 

Capacity is shared 
Channel is shared either spatially or temporally 

 Spatially shared: if devices use link at same time 

 Timeshare: if users must take turns 

 
Physical Topology 

 The way a network is laid out physically 
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 Two or more links form a topology 

 The topology of a network is the geometric representation of the relationship of all the links 

and linking devices (nodes) to one another. 

Four topologies : Mesh, Star, Bus, and Ring 

 
Mesh 

To link n devices fully connected mesh has: 

     n ( n - 1) / 2 physical channels (Full-Duplex) 
Every Device on the network must have 

   n - 1 ports 

 
Mesh 
Example: 

  8 devices in mesh has links: n(n-1) / 2 

 
  number of links = 8 (8-1)/2 = 28 

 

  number of ports per device = n – 1 = 8 –1 = 7 

Advantages 

 Each connection carry its own data load (no traffic problems) 

 A mesh topology is robust 

 Privacy or security 

 Fault identification and fault isolation 

Disadvantages 

 Big amount of cabling 

 Big number of I/O ports 

 Installation and reconnection are difficult 

 Sheer bulk of the wiring can be greater than the available space 

 Hardware connect to each I/O could be expensive 

 Mesh topology is implemented in a limited fashion; e.g.,  as backbone of hybrid network 

Star: 
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Dedicated point-to-point to a central controller (Hub). No direct traffic between devices. The control 
acts as an exchange 

 
Advantages 

 Less expensive then mesh 

 Easy to install and reconfigure 

 Less cabling 

 Additions, moves, and deletions required one connection 

 Robustness : one fail does not affect others 

 Easy fault identification and fault isolation 

Disadvantages 

 Dependency of the whole topology on one single point (hub) 

 More cabling than other topologies ( ring or bus) 

 Used in LAN 

 
Bus 
It is multipoint  One long cable acts as a backbone. Used in the design of early LANS, and Ethernet 

LANs 

 
Nodes connect to cable by drop lines and taps. Signal travels along the backbone and some of its 

energy is transformed to heat. Limit of number of taps and the distance between taps 
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Advantages 

 Ease of installation 

 Less cables than mesh, star topologies 

Disadvantages 

 Difficult reconnection and fault isolation ( limit of taps) 

 Adding new device requires modification of backbone 

 Fault or break stops all transmission 

 The damaged area reflects signals back in the direction of the origin, creating noise in both 

directions 

 

 

Ring 

Each device has dedicated point-to-point connection with only the two devices on either side of it 

A signal is passed along the ring in one direction from device to device until it reaches its destination 

Each devices incorporates a Repeater 

 
Advantages 

 Easy of install and reconfigure 

 Connect to immediate neighbors 

 Move two connections for any moving (Add/Delete) 

 Easy of fault isolation 

Disadvantage 

 Unidirectional 

 One broken device can disable the entire network. This weakness can be solved by using a 

dual ring or a switch capable of closing off the break 

 Hybrid Topology 

Example: having a main star topology with each branch connecting several stations in a bus topology 

Categories of Networks 
Network Category depends on its size 

Two primary categories 

LAN: Covers area < 2miles 

WAN: Can be worldwide 
MAN: Between LAN & WAN, span 10s of miles 



DCN 

ECENRCM 34 

Local Area Network (LAN) 
Privately owned. Links devices in the same office, building, or campus. Simple LAN: 2 PCs & 1 

printer in home or office. Size is limited to a few kilometers.Allow resources to be shared (hardware, 

software, or data). 

 
An isolated LAN connecting 12 computers to a hub in a closet 

LAN is distinguished by: 

 Size (# users of OS, or licensing restrictions) 

 Transmission medium (only one type) 

 Topology (bus, ring, star) 

 

Data Rates (speed): 
Early: 4 to 16 Mbps 

Today: 100 to 1000 Mbps 

 
 

 
 

 

Wide Area Networks (WAN) 
Provides long-distance transmission of data over large geographic areas (country, continent, world)
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Switched WAN is a Backbone of the Internet. Dialup line point-to-point WAN.Leased line from a 

telephone company. 

 
 

Metropolitan Area Networks (MAN) 
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 Size between LAN and WAN 

 Inside a town or a city 

Example: the part of the telephone company network that can provide a high-speed DSL to the 

customer 
Interconnection of Networks: Internetworks 

Two or more networks connected together 

 
The Internet 

Internet has revolutionized many aspects of our daily lives. It has affected the way we do business as 
well as the way we spend our leisure time. Internet is a communication system that has brought a 

wealth of information to our fingertips and organized it for our use. An internet is 2 or more 

networks that can communicate with each other. The Internet is a collaboration of more than 
hundreds of thousands of interconnected networks An internet (small i) is two or more networks. 

Notable internet is called the Internet (hundreds of thousands interconnected networks)  

 Private individuals + government agencies + school + research facilities + Corporations + libraries  
in more than 100 countries  

This communication system came in 1969. Mid-1960 (ARPA) Advanced Research Projects Agency 

in (DOD) was interested to connect mainframes in research organizations. 1967, ARPA presented its 

ideas for ARPANET. Host computer connecting to (IMP) interface message processor. Each IMP 
communicate with other IMP. 1969, four nodes (universities) connected via IMPs to form a network. 

Software (NCP) Network Control Protocol provided communication between the hosts.. 1972,  Vint 

Cerf and Bob Kahn invented (TCP) Transmission Control Protocol. Later TCP was split to (TCP) 
Transmission Control Protocol and (IP) Internetworking Protocol 

Internet Today 

Made of many LANs and WANs. Every day new networks area added and removed. Internet 

services Providers (ISPs) offer services to the end users.  

 International service providers                                                             

 National service providers 
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 Regional service providers 

 Local service providers  

 
Hierarchical organization of the Internet 

Protocols and Standards 

 Protocol synonymous with rule 

 Standards: agreed-upon rules 

 

Protocols 

A protocol is a set of rules that govern data communications,Defines What, How, and When it is 

communicated 
Elements of a protocol: 

 Syntax: structure or format of data 

Example: 8-bits address of sender, 8-bits address of receiver 

 

 Semantics: meaning of each section of bits 

Example: Does the address is a route to be taken or the final destination of the message 
 

 Timing:  when data should be sent and how fast they can be sent 

Example: sender produces data at 100 Mbps but the receiver can process data at only 1 Mbps  

overload and data loose 

Standards 
Essential in creating and maintaining an open and competitive market for equipment manufactures. 

Guaranteeing national and international interoperability of data and telecommunication technology 

and processes. Providing guidelines to manufacturers, vendors, government agencies, and other 

service providers to ensure the kind of interconnectivity necessary in today’s marketplace and in 
international communications 

Two categories 

De facto: not approved by an organized body but adopted as standards through widespread use 
De jure: Legislated by an officially recognized body 

Standards are developed through the cooperation of: 

Standards Creation Committees 

ISO, ITU-T, CCITT, ANSI, IEEE, EIA 
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Forums 
Created by special-interest groups 

Present their conclusions to the standards bodies 

Regulatory Agencies 

Ministry of Telecommunication and Information Technology (KSA) 
Purpose: Protecting the public by regulating radio, television, and communication 

Internet standards 

Tested thoroughly tested specification that is useful to be adhered to by those who work with the 
Internet 

Formalized regulation that must be followed 

Specification become Internet standard 
Begins as Internet draft for 6 months 

Upon recommendation from the Internet authorities draft published as Request for Comment (RFC) 

RFC is edited, assigned a number, and made available to all interested parties. 

 
 

 

 

 

The OSI Model and the TCP/IP Protocol 
An ISO (International standard Organization) that covers all aspects of network communications is 
the Open System Interconnection (OSI) model. An open system is a model that allows any two 

different systems to communicate regardless of their underlying architecture (hardware or software). 

The OSI model is not a protocol; it is model for understanding and designing a network architecture 
that is flexible, robust and interoperable. 
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Layer in the OSI Model 
The functions of each layer in the OSI model is briefly described. The topics discussed in this section 

include: 
Physical Layer 

Data Link Layer 

Network Layer 

Transport Layer 
Session Layer 

Presentation Layer 

Application Layer 
Summary of Layers 

 

 

Physical layer 
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The physical layer is concerned with the following: 
Physical characteristics of interfaces and media: The physical layer defines the characteristics of the 

interface between devices and the transmission media, including its type.  

Representation of the bits: the physical layer data consist of a stream of bits  without any 

interpretation. To be transmitted, bits must be encoded into signals –electrical or optical-. The 
physical layer defines the type of encoding. 

Data rate: The physical layer defines the transmission rate, the number of bits sent each second. 

Line configuration:  the physical layer is concerned with the connection of devices to the medium. 
Physical topology, Transmission Mode. 

Data link layer 

 
Functions of the data link layer: 

Framing. The data link layer divides the stream of bits received from the network layer into data 

units called frames. 

Physical addressing: If frames are to be distributed to different systems on the network, the data link 
layer adds a header to the frame to define the physical address of the sender (source address) and/or 

receiver (destination address) of the frame.If the frame is intended for a system outside the sender’s 

network, the receiver address is the address of the device that connects one network to the next. 
Flow Control: If the rate at which the data are absorbed by the receiver is less than the rate produced 

in the sender, the data link layer imposes a flow control mechanism to prevent overwhelming the 

receiver. 

Error control: The data link layer adds reliability to the physical layer by adding mechanisms to 
detect and retransmit damaged or lost frames. Error control is normally achieved through a trailer to 

the end of the frame. 

Access Control: When two or more devices are connected to the same link, data link layer protocols 
are necessary to determine which device has control over the link at any time. 
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Network Layer 
The Network layer is responsible for the source-to-destination delivery of a packet possible across 

multiple networks. If two systems are connected to the same link, there is usually no need for a 
network layer. However, if the two systems are attached to different networks, there is often a need 

for the network layer to accomplish source-to-destination delivery. 

Logical addressing: The physical addressing implemented by the data link layer handles the 
addressing problem locally. The network layer adds a header to the packet coming from the upper 

layer, among other things, includes the logical address of the sender and receiver. 

Routing: When independent networks or links are connected together to create an internetwork (a 
network of networks) or a large network, the connecting devices (called routers or gateways) route or 

switch the packets to their final destination. 



DCN 

ECENRCM 43 

 
 

 

 
Transport Layer 

The transport layer is responsible for process-to-process delivery of the entire message.The network 

layer oversees host-to-destination delivery of individual packets, it does not recognize any 
relationship between those packets.The transport layer ensures that the whole message arrives intact 

and in order, overseeing both error control and flow control at the process-to-process level. 

Reliable process-to-process delivery of a message 
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Functions of the transport layer 

Port addressing: Computer often run several processes (running programs) at the same time. Process-
to-process delivery means delivery from a specific process on one computer to a specific process on 

the other. The transport layer header include a type of address called port address. The network layer 

gets each packet to the correct computer; the transport layer gets the entire message to the correct 
process on that computer. 

Segmentation and reassembly: a message is divided into transmittable segments, each having a 

sequence number. These numbers enable the transport layer to reassemble the message correctly 

upon arrival at the destination. 
Connection control: The transport layer can be either connectionless or connection-oriented. A 

connectionless transport layer treats each segment as an independent packet and delivers it to the 

transport layer at the destination machine. A connection-oriented transport layer makes a connection 
with the transport layer at the destination machine first before delivering the packets. After all the 

data are transferred, the connection is terminated. 

Flow control:  the transport layer performs a flow control end to end. The data link layer performs 

flow control across a single link. 
Error control: the transport layer performs error control end to end. The data link layer performs 

control across a single link. 

 
SESSION LAYER 

The session layer allows session establishment between processes running on different stations. It 
provides:  

Session establishment, maintenance and termination: allows two application processes on different 

machines to establish, use and terminate a connection, called a session.  
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Session support: performs the functions that allow these processes to communicate over the network, 
performing security, name recognition, logging, and so on. 

 
PRESENTATION LAYER 

The presentation layer formats the data to be presented to the application layer. It can be viewed as 

the translator for the network. This layer may translate data from a format used by the application 
layer into a common format at the sending station, then translate the common format to a format 

The presentation layer provides:  

Character code translation: for example, ASCII to EBCDIC. Data conversion: bit order, CR-CR/LF, 

integer-floating point, and so on. Data compression: reduces the number of bits that need to be 
transmitted on the network. Data encryption: encrypt data for security purposes. For example, 

password encryption. 

 
 

 

APPLICATION LAYER 
The application layer serves as the window for users and application processes to access network 

services. This layer contains a variety of commonly needed functions: Resource sharing and device 

redirection, Remote file access, Remote printer access, Inter-process communication, Network 
management, Directory services , Electronic messaging (such as mail) , Network virtual terminals. 
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TCP/IP Protocol Suite 
The TCP/IP protocol suite is made of five layers: physical, data link, network, transport, and 
application. The first four layers provide physical standards, network interface, internetworking, and 

transport functions that correspond to the first four layers of the OSI model. The three topmost layers 

in the OSI model, however, are represented in TCP/IP by a single layer called the application layer. 
The topics discussed in this section include: 

Physical and Data Link Layers 

Network Layer 
Transport Layer 

Application Layer 
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Wireless Link Characteristics (1) 
important differences from wired link …. 

decreased signal strength: radio signal attenuates as it propagates through matter (path loss) 
interference from other sources: standardized wireless frequencies (e.g., 2.4 GHz) shared by other 

devices (e.g., phone); devices (motors) interfere as well 

multipath propagation: radio signal reflects off objects/ground, reaching destination at slightly 

different times 
…. make communication across (even a point to point) wireless link much more “difficult” 

Wireless Link Characteristics (2) 
SNR: signal-to-noise ratio 

larger SNR – easier to extract signal from noise (a “good thing”) 
SNR versus BER trade offs 

given physical layer: increase power  increase SNR  decrease bit-error-rate (BER) 

given SNR: choose physical layer that meets BER requirement, giving highest thruput 

SNR may change with mobility: dynamically adapt physical layer (modulation technique, rate) 
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Wireless network characteristics 
Multiple wireless senders and receivers create additional problems (beyond multiple access): 

 
 
 

 

Code Division Multiple Access (CDMA) 
 unique “code” assigned to each user; i.e., code set partitioning 

 all users share same frequency, but each user has own “chipping” sequence (i.e., code) to 

encode data 
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 allows multiple users to “coexist” and transmit simultaneously with minimal interference (if 

codes are “orthogonal”) 

 encoded signal = (original data) X (chipping sequence) 

 decoding: inner-product of encoded signal and chipping sequence. 

CDMA encode/decode 

 
CDMA: two-sender interference 

 
IEEE 802.11 Wireless LAN 
802.11b 

 2.4-5 GHz unlicensed spectrum 

 up to 11 Mbps 

 direct sequence spread spectrum (DSSS) in physical layer 

802.11a  
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 5-6 GHz range 

 up to 54 Mbps 

802.11g  

 2.4-5 GHz range 

 up to 54 Mbps 

802.11n: multiple antennae 

 2.4-5 GHz range 

 up to 200 Mbps 

all use CSMA/CA for multiple access 

all have base-station and ad-hoc network versions 

IEEE 802.11 Architecture 

 
 

 

 
IEEE 802.11 Architecture and Services 

Basic service set (BSS) consists of some number of stations executing the same MAC protocol and 

competing for access to the same shared wireless medium. A BSS may be isolated or it may connect 
to a backbone distribution system (DS) through an access point (AP). In a BSS, client stations do not 

communicate directly with one another. In an IBSS the stations all communicate directly. No AP is 

involved. An IBSS is typically an ad hoc network. 
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An extended service set (ESS) consists of two or more basic service sets interconnected by a 

distribution system. To integrate the IEEE 802.11 architecture with a traditional wired LAN, a portal 

is used. 

IEEE 802.11 Operating Modes 
802.11 Infrastructure Mode 

 at least one wireless AP and one wireless client. 

 
802.11 Ad Hoc Mode 

 wireless clients communicate directly with each other without the use of a wireless AP 

 
 

IEEE 802.11 Terminology 
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Each layer has Service Data Unit (SDU) as input. Each layer makes Protocol Data Unit (PDU) as 

output to communicate with the corresponding layer at the other end. SDUs may be fragmented or 

aggregated to form a PDU. PDUs have a header specific to the layer. 

 
 

 

 

 

 

 

 

IEEE 802.11 Services 
IEEE 802.11 defines nine services that need to be provided by WLAN 
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UNIT 2DATA LINK LAYER 
OVERVIEW OF DLL 
The data link layer transforms the physical layer, a raw transmission facility, toa link responsible for 
node-to-node (hop-to-hop) communication. Specific. responsibilities of the data link layer include 

framing, addressing, flow control,error control, and media access control. 
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DLL DESIGN ISSUES 

1. Services Provided to the Network Layer 

*The network layer wants to be able to send packets to its neighbors without worrying about the 

details of getting it there in one piece. 

2. Framing 

* Group the physical layer bit stream into units called frames. Frames arenothing more than 

"packets" or "messages". By convention, we use theterm "frames" when discussing DLL. 

3. Error Control 

*Sender checksums the frame and transmits checksum together withdata. Receiver re-computes the 

checksum and compares it with thereceived value. 

4. Flow Control 

*Prevent a fast sender from overwhelming a slower receiver. 

DATA LINK LAYER DESIGN ISSUES 

Providing a well-defined service interface to the networklayer.Dealing with transmission 

errors.Regulating the flow of data so that slow receivers are notswamped by fast senders. For this, 

the data link layer takes the packets it gets from the network layer andencapsulates them into frames 
for transmission. Each frame contains a frameheader, a payload field for holding the packet, and a 

frame trailer. 

 
SERVICES PROVIDED TO THE NETWORK LAYER 

The function of the data link layer is to provide services to the networklayer. The principal service is 

transferring data from the network layer. on the source machine to the network layer on the 
destinationmachine.The data link layer can be designed to offer various services. Theactual services 

offered can vary from system to system. Threereasonable possibilities that are commonly provided 
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are 
1)Unacknowledged Connectionless service 

2) Acknowledged Connectionless service 

3) Acknowledged Connection-Oriented service 

UNACKNOWLEDGED CONNECTIONLESS SERVICE 
Unacknowledged connectionless service consists of having thesource machine send independent 

frames to the destination machinewithout having the destination machine acknowledge them.No 

logical connection is established beforehand or releasedafterward. If a frame is lost due to noise on 
the line, no attempt ismade to detect the loss or recover from it in the data link layer.This class of 

service is appropriate when the error rate is very low sothat recovery is left to higher layers. It is also 

appropriate for realtimetraffic, such as voice, in which late data are worse than baddata. Most LANs 
use unacknowledged connectionless service in thedata link layer. 

ACKNOWLEDGED CONNECTIONLESS SERVICE 

When this service is offered, there are still no logical connectionsused, but each frame sent is 

individually acknowledged.In this way, the sender knows whether a frame has arrived correctly.If it 
has not arrived within a specified time interval, it can be sentagain. This service is useful over 

unreliable channels, such aswireless systems.Adding Ack in the DLL rather than in the Network 

Layer is just anoptimization and not a requirement. If individual frames areacknowledged and 
retransmitted, entire packets get through muchfaster. On reliable channels, such as fiber, the 

overhead of aheavyweight data link protocol may be unnecessary, but on wirelesschannels, with 

their inherent unreliability, it is well worth the cost. 

ACKNOWLEDGED CONNECTION-ORIENTED SERVICE 

Here, the source and destination machines establish aconnection before any data are transferred. 

Each frame sentover the connection is numbered, and the data link layerguarantees that each frame 

sent is indeed received.Furthermore, it guarantees that each frame is receivedexactly once and that 
all frames are received in the rightorder.When connection-oriented service is used,transfers 

gothrough three distinct phases.In the first phase, the connection is established by having both 

sidesinitialize variables and counters needed to keep track of which frames havebeen received and 
which ones have not.In the second phase, one or more frames are actually transmitted.In the third 

and final phase, the connection is released, freeing up thevariables, buffers, and other resources used 

to maintain the connection. 

PLACEMENT OF DATA LINK PROTOCOL 

 
FRAMING 

DLL translates the physical layer's raw bit streaminto discrete units (messages) called frames.How 
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can frame be transmitted so the receiver candetect frame boundaries? That is, how can thereceiver 
recognize the start and end of a frame? 

1. Character Count 

2. Flag byte with Byte Stuffing  

3. Starting and ending flag with bite stuffing 

4. Encoding Violations 

 
CHARACTER COUNT 
The first framing method uses a field in the header to specifythe number of characters in the frame. 

When the data link layerat the destination sees the character count, it knows how manycharacters 

follow and hence where the end of the frame is. 

 
The trouble with this algorithm is that the count can be garbled by atransmission error. 

BYTE STUFFING 
Use reserved characters to indicate the start and end of a frame. For instance,use the two-character 

sequence DLE STX (Data-Link Escape, Start of TeXt)to signal the beginning of a frame, and the 

sequence DLE ETX (End of TeXt)to flag the frame's end.The second framing method, Starting and 
ending character stuffing,gets around the problem of resynchronization after an error by havingeach 

frame start with the ASCII character sequence DLE STX and endwith the sequence DLE ETX. 

Problem: What happens if the two-character sequence DLE ETXhappens to appear in the frame 
itself? 

Solution: Use character stuffing; within the frame, replace every occurrenceof DLE with the two-

character sequence DLE DLE. The receiver reverses theprocesses, replacing every occurrence of 

DLE DLE with a single DLE. 
Example: If the frame contained ``A B DLE D E DLE'', the characterstransmitted over the channel 

would be “DLE STX A B DLE DLE D E DLEDLEDLE ETX''. 

Disadvantage: character is the smallest unit that can be operated on; not allarchitectures are byte 
oriented. 
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Byte stuffing and unstuffing 

 
BIT STUFFING 

This technique allows data frames to contain an arbitrary number of bits andallows character codes 
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with an arbitrary number of bits per character. Itworks like this. Each frame begins and ends with a 
special bit pattern,01111110 (in fact, a flag byte).Whenever the sender's data link layer encounters 

five consecutive 1s in thedata, it automatically stuffs a 0 bit into the outgoing bit stream.This bit 

stuffing is analogous to byte stuffing, in which an escape byte isstuffed into the outgoing character 

stream before a flag byte in the data.When the receiver sees five consecutive incoming 1 bits, 
followed by a 0 bit,it automatically destuffs (i.e., deletes) the 0 bit. 

 
BIT STUFFING EXAMPLE 

 

 
PHYSICAL LAYER CODING VIOLATIONS 
This Framing Method is used only in those networks in whichEncoding on the Physical Medium 

contains some redundancy.Some LANs encode each bit of data by using two Physical Bitsi.e. 
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Manchester coding is Used. Here, Bit 1 is encoded into high-low(10) pair and Bit 0 is encoded into 
low-high(01) pair.The scheme means that every data bit has a transition in the middle,making it easy 

for the receiver to locate the bit boundaries. Thecombinations high-high and low-low are not used for 

data but areused for delimiting frames in some protocols. 

 
ERROR CONTROL 
Error control is concerned with insuring that all frames are eventually delivered(possibility in order) 

to a destination. How? Three items are required. 

Acknowledgements: Typically, reliable delivery is achieved using the“Acknowledgement’s with 
retransmission" paradigm, whereby the receiverreturns a special acknowledgment (ACK) frame to 

the sender indicating thecorrect receipt of a frame.In some systems, the receiver also returns a 

negative acknowledgment (NACK) forincorrectly-received frames. This is nothing more than a hint 
to the sender so that it canretransmit a frame right away without waiting for a timer to expire. 

Timers: One problem that simple ACK/NACK schemes fail to address isrecovering from a frame 

that is lost, and as a result, fails to solicit an ACK orNACK.What happens if an ACK or NACK 

becomes lost?Retransmission timers are used to resend frames that don't produce an ACK. 
Whensending a frame, schedule a timer to expire at some time after the ACK should have 

beenreturned. If the timer goes o, retransmit the frame. 

Sequence Numbers: Retransmissions introduce the possibility of duplicateframes. To suppress 
duplicates, add sequence numbers to each frame, so that areceiver can distinguish between new 

frames and old copies. 

FLOW CONTROL 
Flow control deals with throttling the speed of the sender tomatch that of the receiver. 

Two Approaches: 

*Feedback-based flow control, the receiver sends back informationto the sender giving it permission 

to send more data or at leasttelling the sender how the receiver is doing 
*Rate-based flow control, the protocol has a built-in mechanismthat limits the rate at which senders 

may transmit data, withoutusing feedback from the receiver. 

Various Flow Control schemes uses a common protocol thatcontains well-defined rules about when 
a sender may transmitthe next frame. These rules often prohibit frames from beingsent until the 

receiver has granted permission, either implicitlyor explicitly. 

ERROR CORRECTION AND DETECTION 

It is physically impossible for any data recording or transmissionmedium to be 100% perfect 100% 
of the time over its entireexpected useful life.In data communication, line noise is a fact of life (e.g., 

signal attenuation, naturalphenomenon such as lightning, and the telephone repairman).As more bits 

are packed onto a square centimeter of disk storage, ascommunications transmission speedsincrease, 
the likelihood of errorincreases-- sometimes geometrically.Thus, error detection and correction is 

critical to accurate datatransmission, storage and retrieval.Detecting and correcting errors requires 

redundancy – sendingadditional information along with the data. 

TYPES OF ERRORS 

There are two main types of errors in transmissions: 

1. Single bit error: It means only one bit of data unit is changed from 1 to 0 or from 0 to 1. 
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2. Burst error: It means two or more bits in data unit are changed from 1 to 0 from 0 to 1. In 

burst error, it is not necessary that only consecutive bits are changed. The length of burst 

error is measured from first changed bit to last changed bit. 

 
ERROR DETECTION VS ERROR CORRECTION 

There are two types of attacks against errors: 

Error Detecting Codes: Include enough redundancy bits to detecterrors and use ACKs and 
retransmissions to recover from the errors. 

Error Correcting Codes: Include enough redundancy to detect andcorrect errors. The use of error-

correcting codes is often referred to asforward error correction. 

 
 

 
ERROR DETECTION 
Error detection means to decide whether the received data is correct ornot without having a copy of 

the original message.Error detection uses the concept of redundancy, whichmeansadding extra bits 

for detecting errors at the destination. 
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VERTICAL REDUNDANCY CHECK (VRC) 
Append a single bit at the end of data block such that the number ofones is even 

Even Parity (odd parity is similar) 

0110011 →01100110 

0110001 → 01100011 
VRC is also known as Parity Check. Detects all odd-number errors in adata block 

 
EXAMPLE OF VRC 

The problem with parity is that it can only detect odd numbers of bitsubstitution errors, i.e.1 bit, 3bit, 

5, bit, etc. errors. If there two,four, six, etc. bits which are transmitted in error,using VRC will notbe 

able to detect the error. 

 
 

 

 

LONGITUDINAL REDUNDANCY CHECK (LRC) 

Longitudinal Redundancy Checks (LRC) seek to overcome the weakness of simple, bit-oriented, 

one-directional parity checking. LRC adds a new character (instead of a bit) called the Block Check 
Character(BCC) to each block of data. It’s determined like parity, but countedlongitudinally through 

the message (also vertically). It’s has better performance over VRC as it detects 98% of the burst 

errors (>10errors) but less capable of detecting single errorsIf two bits in one data units are damaged 
and two bits in exactly the same 

positions in another data unit are also damaged, the LRC checker will not detectan error. 
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TWO DIMENSIONAL PARITY CHECK 
Upon receipt, each character is checked according to its VRC parityvalue and then the entire block 

of characters is verified using theLRC block check character. 
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CYCLIC REDUNDANCY CHECK (CRC) 

The cyclic redundancy check, or CRC, is a technique for detectingerrors in digital data, butnot for 
making corrections when errors aredetected. It is used primarily in data transmissionIn the CRC 

method, a certain number of check bits, often called achecksum, are appended to the message being 

transmitted. Thereceiver can determine whether or not the check bits agree with thedata, to ascertain 
with a certain degree of probability whether or not 

an error occurred in transmissionThe CRC is based on polynomial arithmetic, in particular, 

oncomputing the remainder of dividing one polynomial in GF(2)(Galois field with two elements) by 

another.Can be easily implemented with small amount of hardware 
*Shift registers 

*XOR (for addition and subtraction) 

GENERATOR POLYNOMIAL 
A cyclic redundancy check (CRC) is a non-secure hash function designed todetect accidental 

changes to raw computer data, and is commonly used indigital networks and storage devices such as 

hard disk devices.CRCs are so called because the check (data verification) code isa redundancy (it 
adds zero information) and the algorithm is based on cyclicCode. The term CRC may refer to the 

check code or to the function that calculates it, which accepts data streams of any length as input but 

always outputs a fixed lengthcode 

The divisor in a cyclic code is normally called the generator polynomial orsimply the generator. The 
proper 

1. It should have at least two terms. 

2. The coefficient of the term x0 should be 1. 
3. It should not divide xt + 1, for t between 2 and n − 1. 

4. It should have the factor x + 1. 

 

CRC CALCULATION 
Given a k-bit frame or message, the transmittergenerates an n-bit sequence, known as a frame 

checksequence (FCS), so that the resulting frame, consisting of(k+n) bits, is exactly divisible by 

some predeterminednumber. 
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CYCLIC REDUNDANCY CHECK 

 Let M(x) be the message polynomial 

 Let P(x) be the generator polynomial 

 P(x) is fixed for a given CRC scheme 

 P(x) is known both by sender and receiver 

 Create a block polynomial F(x) based on M(x) and P(x)such that F(x) is divisible 

byP(x) 

 
Sending 
1. Multiply M(x) by xn 

2. Divide xnM(x) by P(x) 

3. Ignore the quotient and keep the reminder C(x) 
4. Form and send F(x) = xnM(x)+C(x) 

 Receiving 

1. ReceiveF’(x) 

2. Divide F’(x) by P(x) 
3. Accept if remainder is 0, reject otherwise. 

EXAMPLE OF CRC 

Consider a message 110010 represented by the polynomial M(x) = x5+ x4+ x 
Consider a generating polynomial G(x) = x3+ x2+ 1 (1101) 

This is used to generate a 3 bit CRC = C(x) to be appended to M(x). 

Steps: 
1. Multiply M(x) by x3 (highest power in G(x)). i.e. Add 3 zeros. 110010000 

2. Divide the result by G(x). The remainder = C(x). 

1101 long division into 110010000 (with subtraction mod 2) 

= 100100 remainder 100 
3. Transmit 110010000 + 100 

To be precise, transmit: T(x) = x3M(x) + C(x) 

= 110010100 
4. Receiver end: Receive T(x). Divide by G(x), should have remainder 0. 

Note if G(x) has order n - highest power is xn, then G(x) will cover (n+1) bitsand the 

remainder will cover n bits. i.e. Add n bits to message. 
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ANOTHER EXAMPLE OF CRC 

 

 

 
CRC DIVISION IN POLYNOMIAL FORM 
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CRC STANDARD POLYNOMIALS 
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CRC PERFORMANCE 
CRC is a very effective error detection technique. If the divisor is chosen 

according to the previously mentioned rules, its performance can be 

summarized as follows: 

 CRC can detect all single-bit errors 

 CRC can detect all double-bit errors (three 1’s) 

 CRC can detect any odd number of errors (X+1) 

 CRC can detect all burst errors of less than the degree of the polynomial. 

 CRC detects most of the larger burst errors with a high probability. 

• For example CRC-12 detects 99.97% of errors with a length 12 or more. 

 

CHECKSUM 
Checksum is the error detection scheme used in IP, TCP & UDP.Here, the data is divided intok 

segments each of m bits. In thesender’s end the segments are added using 1’s complement 

arithmeticto get the sum. The sum is complemented to get the checksum. Thechecksum segment is 

sent along with the data segmentsAt the receiver’s end, all received segments are added using 
1’scomplement arithmetic to get the sum. The sum is complemented. Ifthe result is zero, the received 

data is accepted; otherwise discardedThe checksum detects all errors involving an odd number of 

bits. Italso detects most errors involving even number of bits. 
 

 
 

CHECKSUM 

 
CHECKSUM EXAMPLE 
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Q) For a pattern of, 10101001 00111001 00011101 Find out whether any transmission errors have 

occurred or not 
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CHECKSUM VS CRC 
CRC is more thorough as opposed to Checksum in checking forerrors and reporting.Checksum is the 

older of the two programs. CRC has a more complex computation as opposed 

tochecksum.Checksum mainly detects single-bit changes in data while CRC 
can check and detect double-digit errors.CRC can detect more errors than checksum due to its 

morecomplex function.A checksum is mainly employed in data validation when 

implementing software.A CRC is mainly used for data evaluation in analogue data 

transmission. 

ERROR CORRECTION 

Once detected, the errors must be corrected. Two Techniques for error correctionRetransmission 

(aka Backward error correction). Simplest, effective and most commonly used technique involves 
correction by retransmission of data by the sender. Popularly called Automatic Repeat Request 

(ARQ). Forward Error Correction (FEC). Receiving device can correct the errors itself. Messages 

(frames) consist of m data (message) bits and r redundancybits, yielding an n = (m+r)-bit 

codeword.Hamming Distance. Given any two codewords, we can determine. how many of the bits 
differ. Simply exclusive or (XOR) the twowords, and count the number of 1 bits in the 

result.Significance? If two codewords are d bits apart, d errors are requiredto convert one to the 

other.A code's Hamming Distance is defined as the minimum HammingDistance between any two of 
its legal codewords (from all possiblecodewords).To detect d 1-bit errors requires having a Hamming 

Distance of at 

least d+1 bits.To correct d errors requires 2d+1 bits. Intuitively, after d errors, thegarbled messages is 
still closer to the original message than any otherlegal codeword. 

 

 

 

 

 

 

 

 

 

HAMMING CODE 

Ex : If The Value of m is 7, the Relation will Satisfy if TheMinimum Value of r is 4. 

2^4 = 16 > 7+4+1 
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If The Number of Data bit is 7, Then The Position ofRedundant bits Are : 

2^0=1 2^1=2 

2^2=4 2^ 3=8 

 

 
 

^

 
3=8 
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Let Receiver receives 10010100101 

 
Burst Error Correction 
Hamming Code Cannot Correct a burst Error Directly.it is Possible to Rearrange the Data and Then 

Apply The code.Instead of Sending All the bits in. The data Unit Together, we 

can organize N units in a column.Send the First bits of Each Followed by The Second bit of 
each, and so on.In This Way, if a burst Error of M bit Occurs (M<N), Then TheError does not 

Corrupt M bit of Single Unit, it Corrupt Only 1 bitof Unit.Then We Can Correct it Using Hamming 

Code Scheme. 
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FUNCTIONS AND REQUIREMENTS OF THE DATA LINK PROTOCOLS 
The basic function of the layer is to transmit frames over a physical 

communicationlink.Transmission may be half duplex or full duplex. To ensure that frames 

aredelivered free of errors to the destination station (IMP) a number of requirements areplaced on a 

data link protocol. The protocol (control mechanism) should be capableof performing:The 
identification of a frame (i.e. recognize the first and last bits of a frame). The transmission of frames 

of any length up to a given maximum. Any bit patternis permitted in a frame.The detection of 

transmission errors.The retransmission of frames which were damaged by errors.The assurance that 
no frames were lost.In a multidrop configuration -> Some mechanism must be used for 

preventingconflicts caused by simultaneous transmission by many stations.The detection of failure 

or abnormal situations for control and monitoring 
purposes.It should be noted that as far as layer 2 is concerned a host message is pure data, 

everysingle bit of which is to be delivered to the other host. The frame header pertains to layer 2and 

is never given to the host. 

 

ELEMENTARY DATA LINK PROTOCOLS 

The protocols are normally implemented in softwareby using one of the 

commonprogramminglanguages. 
• An Unrestricted Simplex Protocol 

• A Simplex Stop-and-Wait Protocol 

• A Simplex Protocol for a Noisy Channel 

 
 

AN UNRESTRICTED SIMPLEX PROTOCOL 

In order to appreciate the step-by-step development of efficient andcomplex protocols we will begin 

with a simple but unrealistic protocol. Inthis protocol: Data are transmitted in one direction only. The 
transmitting (Tx) and receiving (Rx) hosts are always ready. Processing time can be ignoredInfinite 

buffer space is availableNo errors occur; i.e. no damaged frames and no lost frames (perfectchannel). 

 
 

A SIMPLEX STOP-AND-WAIT PROTOCOL 

In this protocol we assume that Data are transmitted in one directiononly. No errors occur (perfect 

channel). The receiver can only process the received information at a finite rate. These assumptions 
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imply that the transmitter cannot send frames at arate faster than the receiver can process them.The 
problem here is how to prevent the sender from flooding the receiver.A general solution to this 

problem is to have the receiver provide somesort of feedback to the sender. The process could be as 

follows: Thereceiver send an acknowledge frame back to the sender telling thesender that the last 

received frame has been processed and passed tothe host; permission to send the next frame is 
granted. The sender, after 

having sent a frame, must wait for the acknowledge frame from thereceiver before sending another 

frame. 

 
 

STOP & WAIT PROTOCOL 

The sender sends one frame and waits for feedback from thereceiver. When the ACK arrives, the 
sender sends the nextframe 

 
 

A SIMPLEX PROTOCOL FOR A NOISY CHANNEL 
In this protocol the unreal "error free" assumption in protocol 2 is dropped.Frames may be either 

damaged or lost completely. We assume thattransmission errors in the frame are detected by the 

hardware checksum. Onesuggestion is that the sender would send a frame, the receiver would send 
anACK frame only if the frame is received correctly. If the frame is in error thereceiver simply 

ignores it; the transmitter would time out and would retransmit 

it.One fatal flaw with the above scheme is that if the ACK frame is lost ordamaged,duplicate frames 

are accepted at the receiver without the receiverknowing it. 

 
Imagine a situation where the receiver has just sent an ACK frame back to the sendersaying that it 
correctly received and already passed a frame to its host. However, theACK frame gets lost 

completely, the sender times out and retransmits the frame.There is no way for the receiver to tell 

whether this frame is a retransmitted frame ora new frame, so the receiver accepts this duplicate 

happily and transfers it to thehost. The protocol thus fails in this aspect. 
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STOP-AND-WAIT, LOST FRAME                    STOP-AND-WAIT, LOST ACK FRAME 

 
 

To overcome this problem it is required that the receiver be able todistinguish a frame that it is 

seeing for the first time from aretransmission. One way to achieve this is to have the sender put 
asequence number in the header of each frame it sends. The receiverthen can check the sequence 

number of each arriving frame to see if itis a new frame or a duplicate to be discarded.The receiver 

needs to distinguish only 2 possibilities: a new frame or aduplicate; a 1-bit sequence number is 
sufficient. At any instant thereceiver expects aparticular sequence number. Any wrong 

sequencenumbered frame arriving at the receiver is rejected as a duplicate. Acorrectly numbered 

frame arriving at the receiver is accepted, passed tothe host, and the expected sequence number is 
incremented by 1(modulo 2). 

 

FLOW DIAGRAM OF A STOP & WAIT PROTOCOL 

 
After transmitting a frame and starting the timer, the sender waits forsomething exciting to 

happen.Only three possibilities exist: an acknowledgement frame arrivesundamaged, a damaged 

acknowledgement frame staggers in, or the timerexpires.if a validacknowledgement comes in, the 

sender fetches the nextpacket from its network layer and puts it in the buffer, overwritingthe 
previous packet. It also advances the sequence number. If adamaged frame arrives or no frame at all 

arrives, neither the buffernor the sequence number is changed so that a duplicate can be sent.When a 
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valid frame arrives at the receiver, its sequence number is checkedto see if it is a duplicate. If not, it 
is accepted, passed to the network layer,and an acknowledgement is generated. Duplicates 

anddamaged frames arenot passed to the network layer. 

 

SLIDING WINDOW PROTOCOLS 
DATA FRAME TRANSMISSION 
Unidirectional assumption in previous elementaryprotocols 

                       →Not general 

Full-duplex - approach 1Two separate communication channel’s(physical circuits).Forward channel 
for data. Reverse channel for acknowledgement 

Problems: 1. reverse channel bandwidth wasted 

2. cost 

Full-duplex - approach 2Same circuit for bothdirections. Data and acknowledgement 
are intermixed. How do we tellacknowledgement fromdata?"kind" field telling data or 

acknowledgementCan it be improved? Approach 3Attaching acknowledgementto outgoing data 

frames 
 

 
 

PIGGYBACKING 

Temporarily delaying transmission of outgoingacknowledgement so that they can be hooked onto 
thenext outgoing data frame 

Advantage: higher channel bandwidth utilization 

Complication: 

How long to wait for a packet to piggyback? 
If longer than sender timeout period then sender retransmitsPurpose of acknowledgement is 

lostSolution for timing complexion. If a new packet arrives quicklyPiggybacking 

If no new packet arrives after a receiver ack timeout. Sending a separate acknowledgement frame. 
The next three protocols are bidirectional protocols that belong to aclass called sliding window 

protocols. (max sending window size,receiving window size)One-bit sliding window protocol (1, 1), 

Go back N (>1, 1), Selective repeat (>1, >1). The three differ among themselves in terms of 
efficiency,complexity, and buffer requirements.Each outbound frame contains an n-bit sequence 

numberRange: 0 - MAX_SEQ (MAX_SEQ = 2n - 1) For stop-and-wait, n = 1 restricting the 

sequence numbers to 0and 1 only. At any instance of timeSender maintains a set of sequence 

numbers of frames permitted tosend. These frames fall within sending windowReceiver maintains a 
set of sequence numbers of frames permittedto accept. These frames fall within receiving window 

Lower limit, upper limit, and size of two windows need not be thesame - Fixed or variable size. 

Senders Window contains frames can be sent or have been sent butnot yet acknowledged – 
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outstanding frames. When a packet arrives from network layer. Next highest sequence number 
assigned. Upper edge of window advanced by 1. When an acknowledgement arrivesLower edge of 

window advanced by 1. If the maximum window size is n, the sender needs n buffers to hold 

theunacknowledged frames. If the window ever grows to its maximumsize, the sending data link 

layer must forcibly shut off the network layeruntil another buffer becomes free.The receiving data 
link layer's window corresponds to the frames it mayaccept. Any frame falling outside the window is 

discarded withoutcomment. When a frame whose sequence number is equal to the loweredge of the 

window is received, it is passed to the network layer, anacknowledgement is generated, and the 
window is rotated by one.Unlike the sender's window, the receiver's window always remains at 

itsinitial size. 

 

SENDER SLIDING WINDOW 

At the sending site, to holdthe outstanding frames untilthey are acknowledged, weuse the concept of 

awindow.The size of the window isat most 2m -1 where m isthe number of bits for thesequence 

number.Size of the window can bevariable, e.g. TCP.The window slides to 
include new unsent frameswhen the correct ACKs arereceived. 

 
RECEIVER SLIDING WINDOW 

Size of the window at thereceiving site is always 1in this protocol.Receiver is always lookingfor a 

specific frame toarrive in a specific order.Any frame arriving out oforder is discarded andneeds to be 
resent.Receiver window slides asshown in fig.Receiver is waitingfor frame 0 in part a 

 
 

CONTROL VARIABLES 
Sender has 3 variables: S, SF, and SLS holds the sequence number of recently sent frameSFholds the 

sequence number of the first frame. SL holds the sequence number of the last frame. Receiver only 

has the one variable, R, that holds the sequencenumber of the frame it expects to receive. If the seq. 

no. is thesame as the value of R, the frame is accepted, otherwise rejected. 
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A ONE BIT SLIDING WINDOW PROTOCOL 

 

 
A sliding window of size 1, with a 3-bit sequence number. 
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(a) Initially. 
(b) After the first frame has been sent. 

(c) After the first frame has been received. 

(d) After the first acknowledgement has been received. 

 
(a) Case 1: Normal case. (b) Case 7: Abnormal case. 

The notation is (seq, ack, packet number). An asterisk indicateswhere a network layer accepts a 

packet. 
 

 

 
 

 

 

 
 

 

 
 

 

 

Case 1: no errorCase 2: data lost 

 
 

Case 3: data errorCase 4: ack. Lost 
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Case 5: early timeoutCase 6: outgoingframe timeout  

 

 
 
 

 

 
 

PERFORMANCE OF STOP-AND-WAIT PROTOCOL 

Assumption of previous protocols: 

 Transmission time is negligible 

 False, when transmission time is long 

Example - satellite communication 

 channel capacity: 50 kbps, frame size: 1kb 

 round-trip propagation delay: 500 msec 

 Time: t=0 start to send 1st bit in frame 

t=20 msec frame sent completely 

t=270 msec frame arrives 
t=520 msec best case of ack. Received 

 Sender blocked 500/520 = 96% of time 

 Bandwidth utilization 20/520 = 4% 

Conclusion: 
Long transit time + high bandwidth + short frame length→ disaster 
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In stop-and-wait, at any point in time, there is only one frame that is sent and waiting to be 

acknowledged. This is not a good use of transmission medium. To improve efficiency, multiple 

frames should be in transition while waiting for ACK. 

Solution: PIPELINING 
Allowing w frames sent before blocking 

Problem: errors 

Solutions 

 Go back n protocol (GNP) 

 Selective repeat protocol (SRP) 

 Acknowledge n means frames n, n-1, n-2,… are acknowledged (i.e., received correctly) 

GO BACK N PROTOCOL 

Improves efficiency of Stop and Wait by not waiting. Keep Channel busy by continuing to send 

frames. Allow a window of uptoWs outstanding frames. Use m-bit sequence numbering. Receiver 

discards all subsequent frames following anerror one, and send no acknowledgement for 
thosediscarded. Receiving window size = 1 (i.e., frames must be acceptedin the order they were 

sent). Sending window might get full. If so, re-transmitting unacknowledged frames. Wasting a lot 

of bandwidth if error rate is high. 

 
Frames 0 and 1 are correctly received and acknowledged. Frame 2, however, is damaged or lost. The 

sender, unaware of thisproblem, continues to send frames until the timer for frame 2 expires. Then it 

backs up to frame 2 and starts all over with it,sending 2, 3, 4, etc. all over again. 

GO-BACK-N ARQ WITH WINDOW=4 
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GO-BACK-N ARQ, SENDER WINDOW SIZE 
Size of the sender window must be less than 2 m. Size of thereceiver is always 1. If m = 2, window 

size = 2 m – 1 = 3.Fig compares a window size of 3 and 4. 

 
SELECT REPEAT PROTOCOL 

Receiver stores correct frames following the bad one. Sender retransmits the bad one after 
noticingReceiver passes data to network layer and acknowledge withthe highest number. Receiving 

window > 1 (i.e., any frame within the window maybe accepted and buffered until all the preceding 

one passed to the network layer. Might need large memory. ACK for frame n implicitly 
acknowledges all frames ≤ n. SRP is often combined with NAK. When error is suspected by 

receiver, receiver requestretransmission of a frame. Arrival of a damaged frame. Arrival of a frame 

other than the expected\NAKs stimulate retransmission before the corresponding timerexpires and 
thus improveperformance. 

 

SELECTIVE REPEAT WITH NAK 
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SELECTIVE REPEAT ARQ, SENDER AND RECEIVER WINDOWS. 
Go-Back-N ARQ simplifies the process at the receiver site. Receiver only keepstrack of only one 

variable, and there is no need to buffer out-of-order frames,they are simply discarded.However, Go-

Back-N ARQ protocol is inefficient for noisy link. It bandwidthinefficient and slows down the 
transmission. In Selective Repeat ARQ, only the damaged frame is resent. More bandwidthefficient 

but more complex processing at receiver.It defines a negative ACK (NAK) to report the sequence 

number of a damagedframe before the timer expires. 

 
 

SELECTIVE REPEAT IN ACTION 
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SELECTIVE REPEAT ARQ, LOST FRAME 
Frames 0 and 1are accepted whenreceived becausethey are in therange specified bythe 

receiverwindow. Same forframe 3.Receiver sends aNAK2 to showthat frame 2 hasnot been 

receivedand then senderresends onlyframe 2 and it isaccepted as it is inthe range of thewindow. 

 

 
SELECTIVE REPEATDILEMMA 
Example: 

seq #’s: 0, 1, 2, 3window size=3 

receiver sees nodifference in twoscenarios!incorrectly passesduplicate data as new in(a) 

Q: what relationshipbetween seq # size andwindow size? 
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SELECTIVE REPEAT ARQ, SENDER WINDOW SIZE 
Size of the sender and receiver windows must be at most one-half of 2m. If m = 2, window size 

should be 2 m /2 = 2. Fig compares a window size of 2 with a window size of 3. Window size is 3 

and all ACKs are lost, sender sends duplicate of frame 0, window of the receiver expect to receive 
frame 0 (part of the window), so accepts frame 0, as the 1st frame of the next cycle – an error. 

 
 

SELECT REPEAT PROTOCOL - WINDOW SIZE 

 Problem is caused by new and old windows overlapped 

 Solution 

o Window size=(MAX_SEQ+1)/2 

o E.g., if 4-bit window is used, MAX_SEQ = 15 

→ window size = (15+1)/2 = 8 

 Number of buffers needed 
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= window size 

SELECT REPEAT PROTOCOL 

 
(a) Initial situation with a window size seven. 

(b) After seven frames sent and received, but not acknowledged. 
(c) Initial situation with a window size of four. 

(d) After four frames sent and received, but not acknowledged. 

 

ACKNOWLEDGEMENT TIMER 

 Problem 

 If the reverse traffic is light, effect? 

 If there is no reverse traffic, effect? 

 Solution 

 Acknowledgement timer: If no reverse traffic before timeout send separate 

acknowledgement 

 Essential: ack timeout < data frame timeout Why? 

HIGH LEVEL DATA LINK CONTROL PROTOCOL (HDLC) 

HDLC was defined by ISO for use on both pointtopoint and multipoint data links. 
• It supports full-duplex communication 

• Other similar protocols are 

(i)Synchronous Data Link Control (SDLC) by IBM 
(ii)Advanced Data Communication Control Procedure(ADCCP) by ANSI 

(iii)Link Access Procedure, Balanced (LAP-B) byCCITT, as part of its X.25 packet-switched 

networkstandard. 

HDLC Overview 

Broadly HDLC features are as follows: 

1.It is most widely accepted protocol.It offers ahigh level of flexibility,adaptability,reliability and 

efficiency. 
2.Full duplex communication is possible. 

3.It is Bit-oriented protocol i.e. use bits to stuff flagsoccurring in data 

4.Flow control-adjust window size based onreceiver capability. 
To make HDLC protocol applicable to variousnetwork configurations,three types of stationshave 

been defined: 

1.Primary Station 
2.Secondary Station 

3.Combined Station 

• There are three types of data transfer mode : 

1.Normal Response mode(NRM) 
2.Asynchronous Response mode(ARM) 

3.Asynchronous Balanced mode(ABM) 

• Three types of frames 
1.Unnumbered or U-frame 

2.Information or I-frame 
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3.Supervisory or S-frame 

HDLC 

• The three stations are discussed as: 

1.Primary station 

• It looks after data link management. 
• In case of communication between primaryand secondary station,primary station has 

responsibility of connecting anddisconnecting the data link. 

• Frames issued by the primary station arecalled commands. 
2.Secondary station, 

• Operates under the control of the primarystation. 

• Frames issued by a secondary station arecalled responses. 
3.Combined station, 

• Acts as both as primary and secondarystation. 

• It issue both commands and responses 

 
• The three modes of data transfer operations are: 
1.Normal Response Mode (NRM):  This mode is suitable for point to point andpoint to multipoint 

configurations.Primary station controls the overall datalink management. 

2.Asynchronous Response Mode (ARM): In ARM secondary station can transmitresponse(frame) 
without taking permissionfrom primary station.Reduces overhead as no frames need to besent to 

allow secondary nodes to transmit.Transmission proceeds when channel isdetected idle , used mostly 

in point-to-pointlinks.NRM is more disciplined than ARM. 
3.Asynchronous Balanced Mode (ABM):  Mainly used in point-to-point links, forcommunication 

between combined stations. Information frames can be transmitted in fullduplex manner. 

Data Link Control HDLC frame structure 
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• There are three different classes of frames used inHDLC 

1.Unnumbered frames, used for exchanging sessionmanagement and control information between 

communicating devices. 

2.Information frames, which carry actual information. Ifthe first bit in control field is 0 it is 
identified as Iframe. 

3.Supervisory frames, which are used for error and flowcontrol purposes and hence contain send and 

receivesequence numbers.If first two bits of control field are1 and 0 it is identified as S-frame. 
Flag field is unique 8-bit word pattern(01111110) used toidentify start and end of each frame and to 

fill idle timebetween consecutive frames.Address field consist of secondary station.Control field 

carries sequence number of frame,ACKs etc.Frame check Sequence is used for error detection 
inaddress.It is 16 bit CRC code for error detection. 

Four types of S-frames are possible corresponding to fourvalues of ‘S’ 

1.SS=00→corresponds to receive ready(RR) frames 

2.SS=01→corresponds to Reject frame which are used byreceiver to send NAK when error has 
occurred. 

3.SS=10→corresponds to Receive not Ready(NRN) frameand is used for flow control. 

4.SS=11→corresponds to selective repeat Frame whichindicates to transmitter to retransmit the 
frame indicated inN(R) subfield. N(R) corresponds to value of ACK when piggybacking isused.(to 

include flow and error control information ispiggybacking) 

P/F can have two possible values 0 or 1. 

→When P/F=1,it means poll when frame is sent by primarystation to secondary station(when 
address field containsaddress of receiver).When P/F=0,it means final when frame is sent 

bysecondary station to primary(when address field containsaddress of sender). 

 

 

 
3.1 INTRODUCTION -FORWARDING AND ROUTING, NETWORK SERVICE MODELS 

ESSAY QUESTIONS WITH SOLUTIONS 
 

Q9.Discuss about forwarding and routing functions of network layer. 

Answer: 



DCN 

ECENRCM 90 

Forwarding 
Forwarding is a mechanism of sending packet from a source host to the destination via its route. A 

routing table is the essential requirement of forwarding, therefore a router or a host must maintain a 

routing table prior to forwarding the packet. It Forwarding host has a packet which is to be 

transmitted over the network, then the host must initially look into routing table so as to discover the 
route (path) of sending the packet to the desired destination.In the same way, if a router receives a 

packet which has to be forwarded then it initially look within the table so as to check the final 

destination route.  

Routing 

Routing is the key feature of Internet. It is a process of selecting a best path for a packet to reach the 

destination. Every intermediary computer performs routing of packets from one computer to another 
computer until it eventually reaches the destination. Its path is calculated using routing table. 

 
Figure: Routing 

 

Generally, there exist many networks which many want to communicate with other networks. This 
also shows that there may be many routers too. For example consider different networks A to G 

which are connected to each other with the help of routers, irrespective of their size and topologies. 

Now one must focus on the following questions 
(i) How these networks communicate with each other? 

(ii) Which route datagrams should take to travel from source to destination?  

The solution to the above questions is adaptation of routing algorithms which enables seamless 
integration of networks with the help of routers. As well as helps in identifying the paths which 

should be taken to forward a packet. 

Routing/Forwarding Table 

A routing table consists of various data field that holds path information according to which the data 
packets are transmitted to reach the destination. The destination can be a specific Internetwork or a 

node in an Internetwork. If the path information of a particular destination is not available then the 

table stores a default path for it. The process of routing a packet in the router using table is discussed 
below, 

 
 

Q10. List the services provided by network layer. Discuss about network service model with an 

example. 

Answer:  

Services Provided by Network Layer 
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Some of the services provided by network layer are as follows, Services Provided 

1.Guaranteed Delivery 

Network layer ensures that the data will reach its destination. 

2.Guaranteed Delivery within a Specified Time 

Network layer ensures that the data will reach its destination within a specified time. 
3.Flow Control     Flow control means controlling the overflow of data on the receiver side. It is 

used when the receiver is not having the capacity to process the incoming data or when it does not 

have enough space in its memory to store the data. 

4.Congestion Control 

Congestion is the state in which network performance decreases. This happens when a network is 

holding too many packets below which are much more than the network's capability. There are 
various reasons for congestion to occur. Few of them are listed   

(i) If the traffic on the network is very high. 

(ii) If the CPU's processing speed is slow. 

(iii) If there is insufficient memory to hold the packets. 

5 Quality of Services, 

Quality of Service (QoS) is defined as the ability to provide different priority to different 

applications, users or data flows or to guarantee a certain level of performance to a data flow. 
The attributes that can be used to describe the data flow are as follows, 

(i) Reliability 

(ii) Jitter 
(iii) Delay 

(iv) Bandwidth. 

6.Security 

The Internet consists of tens of thousands of networks which are interconnected without any 
boundaries.Such environment requires high network security due to the fact that organizational 

network is accessible through any computer from any part of the world, therefore making it prone to 

threats. 
According to the survey conducted by Computer Security Institute (CSI), 70% of the organizations 

network security policies has been violated and 60% of the misuse is performed from inside the 

organization itself. The most easy method to give protection to the network is securing it from 

outside attack by closing the network entirely from outside world. So, then the network is closed, it 
gives connectivity to the trusted parties only, not the public networks. The absence of outside 

connectivity makes the network secure from outside attacks. 

One of the important issues to balance between two requirements is, 
1.To open the networks inorder to establish emerging business requirements and freedom of 

information.  

2.To secure private, personal and strategic business information. 
 With Internet, the organizations can maintain stronger relationship with customers, suppliers, 

partners and employees. Also the e-business has made the companies more competitive because 

many new applications were developed for e-commerce, supply chain management, customer care, 

work force optimization and e-learning. Apart from this, applications which organizes and improves 
the processes, decreases turn around time, lowering the cost were also developed. 

Network Service Models 

Network service model can be defined as a model which describes the characteristics of transfer of 
packets from sou Network Service Models to destination in an end-to-end network. 

 

Example 
Consider ATM service models i.e., CBR (Constant Bit Rate) and ABR (Available Bit Rate). 

 

1. CBR ( Constant Bit Rate) ATM Service Model 

CBR model is used to make the data packets flow at a constant bit-rate. It follows a criteria similar to 
the early telephone systems. The flow of packets is provided using virtual pipes which offer fixed 
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bandwidth transmission. 

 

      2 . ABR (Available Bit Rate) ATM Service Model 

ABR model is used to offer best-effort service over Internet. It also offers an additional feature of 

sending feedback t to the sender in the form of a notification. 
The features/Services comparison of CBR and ABR is tabulated below, 

 
 

3.2 VIRTUAL CIRCUIT AND DATAGRAM.NETWORKS 
 

3.2.1 Virtual Circuit Networks, Datagram Networks 

Q11. Explain about virtual circuit network and datagram network. 
Answer: 

Virtual Circuit Network 

A connection in the context of connection-oriented organization of subnet is called as Virtual Circuit 

(VC). A virtual circuit packet network is analogous to the telephone networks. 
With VC there are three phases, 

(a) VC Setup 

During this phase, the source machine requests the network layer to setup a virtual connection 
between it and the destination machine. The network layer finds and sets up a route between the 

sender and the receiver. The route consists of the set of transmission lines and packet switches that 

will be followed by all packets of the same VC. The network layer may also allocate resources such 
as bandwidth for the VC. 

(b) Data Transmission 

Once the VC is setup, the data transfer begins. All the data flows along the path of the VC. 

(c) VC Termination 
After all the data have been sent, the network layer terminates the VC on the desire from the sender 

(or receiver). It also updates routing tables at each of the packet switches along the path to indicate 

that the VC is terminated. 
In VC subnets each VC is numbered and every router maintains a table with an entry for each of the 

currently open virtual circuits passing through it. This connection state information is needed to 

forward the packets on the correct VC since a the packets of a given virtual circuit always take the 

same route through the subnet. Each packet's header contains HO number. The router uses this 
number to forward the packets on the correct output line. 

 
Datagram Network 

In datagram subnet, no routes are set up in advance even if the network layer service is connection-
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oriented. Each packet routed independently of its predecessors, if any. Therefore, subsequent packets 
from the same source to same destination may follow different routes. The independent packets in 

the context of connectionless organization of subnet is called datagram subnet and the corresponding 

subnet is called datagram subnet. 

In the datagram subnet the routers do not maintain any state information about VCs because no VCs 
are setup. Instead, they have a table with a pair of the destination router address and the outgoing 

time to be used for that destination, 

Each time the source machine wants to send packets to destination machine, it puts the full 
destination address in the packet's header and then the packet is entered into the network. When the 

packet arrives at a router, the router examines the packet's destination address and uses its routing 

table to forward the packet in the direction of its destination. Since, the making tables are updated, 
the series of packets from the same source to the same destination may follow different paths 

through the network. They may also arrive out of order at the receiver. 

The destination address in a packet's header can be quite long for a large network. The datagram 

subnet are more robust and easily adapt to failures, the congestion control is also difficult. 

 
3.2.2 Origins of VC and Datagram Networks 
Q12. Discuss the evolution of virtual circuit and datagram networks. 

Answer: 

The origin of virtual circuit networks is the traditional telephone systems which are based on real 
circuits. VC is complex than datagram because the responsibility of call set-up and per-call state is 

handed over to the routers. Datagram networks inter connect computers over the Internet and 

therefore, its origin lies in the Internet. The internet architects usually prefer to simplify the 
complexities existing end-system devices. The simplifications include the following, 

1. The internet-based service model does not offer any service-level guarantees. This minimizes the 

network level requirements and simplifies the interconnection of networks over distinct link layer 

technologies. These technologies can differ in terms of physical properties, transmission rates and 
losses. 

2. The servers in the network are responsible for handling infrastructure based services like DNS 

thereby simplifying the process of adding additional service or application layer protocol. 
 

3.3 INSIDE A ROUTER 

 
Q13. Discuss the four components present Inside a router. 

Answer: 

The four components of a router are, 

1. Input port 
2. Output port 

3. Routing processor 

4. Switching fabric. 
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Figure (1): Architecture of Router 

 

1.Input Port 
This component performs the physical and data link functions of the router. Once the bits are created 

from the received signal, the packet is decapsulated from the frame. Then, detection and correction 

of errors is carried out allowing the network layer to route the packet. 

The input port contains buffers to queue the packets prior sending them to the switching fabric along 
with a physical layer processor and a data link processor. 

 
 

Figure (2): Input Port 

 

2.Output Port 
In output port, the packets are first queued. After that, the packets are encapsulated in a frame and 

then sent by implementing the functions of physical layer on frame. The functions performed by 

output port are reverse of the functions, performed by the input port. 

 
3. Routing Processor 

This component is responsible for carrying out the network layer functions. It simultaneously finds 

the address of the next hop as well as the output port number from which the packet arrived. This 
activity of choosing next hop for the packet is some times called table lookup. The functionality of 

routing processor in latest switches is handed over to input ports to make the process fast and 

efficient. 

4. Switching Fabric 

This component is responsible for moving the packets from the input queue to the output queue. The 

speed of this process not only impacts on the size of input/output queue but also on the total delay in 

packet delivery. The transfer of packets from input queue.to the output queue is the most difficult 
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task in the router. Earlier, the task of switching fabric was handled by computer memory or a bus 
where, the packets were stored in the memory by the input port and retrieved from the memory by 

the output port. 

 

3.3.1 Input Processing 
Q14. Explain in brief about input processing of a router. 

Answer: 

For answer refer Unit-III, Q13, Topic: Input Port. 
Routers make use of forwarding table to forward a packet received from input port. This table is 

updated regularly by the routing processor where input port carry a copy of the table. The updated 

copies are sent to the input ports over an additional bus. With such an approach, routing decisions 
can be made without interacting with other ports within the local network. This helps in minimizing 

the overhead of centralized processing. For this, an efficient searching algorithm required especially 

in case of larger data transmissions. Moreover, it is also necessary to improve memory access times. 

The data packet is forwarded to the switching fabric as soon as the entry of output port is identified 
in the lookup table. Some times when the switching fabric is in use, the other packets are blocked 

temporarily for entering into the fabric. The blocked packet is placed in a queue at input port. Apart 

from table lookup, the following actions are performed at the input port, 
 

1.Processing of link layer and physical layer. 

2 Checking and noting down the checksum, version number and time-to-live field. 
3. Updating the counters such as data grams. 

The same process can also be followed to block certain followed by the network address (NAT) 

which discards every data packet whose port number value does not matches with a specific 

number/value. 
 

 

3.3.2 Switching 
 

Q15. Describe the three switching techniques. 

Answer: 

The three switching techniques are,  
 

1.Switching via memory 

2.Switching via bus 
3. Switching via crossbar switch.  

 

1.Switching via Memory 
Traditional routers use routing processor as CPU for the purpose of switching among input and 

output ports. Here, input output ports act as input/output devices for such routing prices sors. 

Modern routers use memory for the purpose of switching These routers perform like a shared-

memory multiprocessors in various aspects. These routers work by saving the packets in memory 
while using input line cards for processing. This process makes the modern routers different from 

traditional older routers. Some routers like Cisco 8500 series make use of shared-memory for 

forward packets. 
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2.Switching via a Bus 

This type of processing makes use of a bus that recently forwards the packets received from input 

ports to the output ports. For this reason, it does not require assistance from such rouing processor. 
However, the bus need to be shared among all the available ports. Here, the input port includes a 

header value which indicates the output port to which the packet needs to be forwarded. The output 

ports receive the packets but the port whose associated value is included in the header keeps the 
packets while the remaining ports discard the packet. The label or header value is only used within 

the switch. The problem in these routers is that the arrived packets need to wait in a queue if a packet 

is already crossing the bus. This means that only one packet can cross the bus at a time. This makes 

the routing speed to completely depend on the bus. For this reason, this approach is preferred only 
for small local area/network. 

 
3. Switching via Crossbar Switch 

 Crossbar switch consists of a series of points called cross points which handles inputs and outputs in 

the switch. Depending on the number of inputs given to the cross points, output will be given by the 
cross s points.For example, if 5 inputs of data  are given then 5 outputs of data will be the result 

given by the cross points. Now, a question arises that how many cross points should be used. The 

answer is just multiply the total number of inputs and outputs to get the cross points. In this example, 
cross points required are 5x5-25 cross points.  

The below figure shows a crossbar switch, which is built from two important entities, transistor or 

gates and switch which consists of 25 cross points. This switch is in the form of grid or a square, 



DCN 

ECENRCM 97 

 
Figure: Crossbar Switch 

 

 

 

 

 

 

3.3.3 Output Processing, Queueing, The Routing Control Plane 

 

Q16. Write short notes on the following, 
(i) Output processing 

(ii) Queueing 

(iii) Routing control plane. 
Answer: 

(i) Output Processing 

The port processing for output in the process of switching starts by considering the data packets 
stored in the port memory These packets are forwarded over the output link. The tasks performed 

during output processing are, 

1. Selecting the packets 

2. Dequeuing the packets 
3. Performing physical and link-layer functions. 

(ii) Queueing 

Packet queueing is possible at both input and output ports similar to the cars weighting near round 
about for their turn to cross it. The weighting time and other attributes completely relay on the traffic 

load and speed of processing. With increase in the size of queue, the memory utilization increases 

thereby increasing the chances of packet loss in case if memory is completely in use. Such losses 

occur from router side as it starts dropping packets when memory is unavailable. 
Similar situation can arise at output ports when multiple packets are sent simultaneously to a single 

port. This leads to the creation of queues as output port can forward only a single packet at a time. 

Moreover, the queued packets need to be forwarded based on certain criteria. This criterion is 
imposed using packet scheduler. Two of such criteria include FCFS (First-Comes First Served) and 

Weighted Fair Queueing (WFQ). In the former one, the packets are forwarded in the order of their 

arrival. In the latter one, the linked is shared among various connections on which the packets are 
destined. The use of packet scheduler helps in ensuring quality of service. 
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Similarly on the input ports, various approaches like AQM (Active Queue Management) and RED 
(Random Early Detection) are adopted to make a decision regarding the packets arriving in the 

queue. 

(iii) Routing Control Plane 

The routing control plane exists near the location where the decisions are made by routing processor. 
This makes it de centralized as the routing process involves different aspects of entire network. 

However, modern routers integrate both hardware data plane and software control plane to generate 

an integrated product. 
Moreover, research is under way to create an architecture in which the routing control plane can be 

internal as well as external to the routers. The internal part performs link state measurements, 

maintaining and installing routing tables etc., whereas the external part performs route calculations). 
To make these two parts work corroboratively, an API is used. 

 

 

                                                                        UNIT 3 
 

3.4 THE INTERNET PROTOCOL (IP): FORWARDING AND ADDRESSING IN THE 

INTERNET 

3.4.1 Datagram Format 

Q17. What is Internet Protocol (IP)? What are the two important components of IP? Discuss about 

the data gram format of IPv4. 
Answer: 

Model Paper-I, Q7(a) 

Internet Protocol (IP) 

Internet protocol is the third layer in TCP/IP. The functionality of this layer is to transmit data over 
the Internet. The responsibility of this layer is to send IP packets from source to destination 

independently. This means that each packet should contain the full address of the desired destination. 

It is an connectionless protocol, where in no connection exists between the end points. 

Components of IP 

The two important components of IP are forward and routing. 

For remaining answer refer Unit-III, Q9. 

Datagram Format of IPv4 
Datagram is nothing but the packets in IPv4. The datagram format of IPv4 is as follows, 

 
 The A datagram is a variable length packet having header and a data. Length of the header is about 
20 to 60 bytes containing the information necessary for routing and forwarding. Usually, a 4-bytes 

header sections are shown in TCP/IP a the fields of a datagram,  

1.Version (VER) 

It is a 4-bit field defining the session of IPv4 protocol. Currently, the available version is 4. But in 
future, version 6 supposed to replace version 4. Version (VER) field is responsible for informing the 

software in the processing machine about the version in use i.e., version 4. Interpretation of all the 

fields must be in accordance to fourth version of the protocol If a different version of protocol used 
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by the machine, then the datagram is eliminated so as not to interpret it wrongly 

2.Header Length (HLEN) 

It is a 4-bit field defining the entire length of the datagram header in 4-byte words. This field is 

required because header length is variable between 20 and 60 bytes. In the absence of options, 

header length is 20 bytes with value 5 (ie.,5x4 20). The option field with maximum size has a value 
of 15 (i.e., 15 × 4 = 60). 

3. Services 

It is a 8-bit field whose name and interpretation is changed by IETF from service type to 
differentiated services 

4. Total Length 

It is a 16-bit field that contains header as well as data. It has a maximum length of 65, 535 bytes. 
But, when larger datagram are required, the field contains length greater than the maximum length. 

JOJOTOR TEMAATIN SK 

5. Identification Field 

It is a 16-bit field, which specifies the identity of a fragment i.e., to which datagram it belongs to. 
me. 

6. Flag Bit  

 It is a 3 bit field which is used to control the fragment. Here, first bit is zero and it is reserved, 
second bit is 1 which represents. Don't fragment (DF). Third bit is '2' which represent More 

Fragment (MF). 

 

7. Fragment Offset 
It is a 13-bit field, which specifies the location of the fragment in the datagram. The maximum 

length of fragment offset is one byte more than the total length field i.e., 65, 536 bytes. 

8. Time-to-live Field 
It is a 8-bit field, which refers to counter used for limiting the lifetime of a packet. The maximum 

lifetime of a packets 255 sec. At each hop, the counter is decremented and when it becomes zero, the 

packet is removed and a warning packet is transmitted to the source. 

9. Protocol 

It is a 8-bit field. It specifies to which transport layer protocol (TCP or UDP), the datagram is to be 

given. 

10. Header Checksum 
It is a 16-bit field, which checks the header part so as to detect the errors occurred during the 

transmission of packets. Al each hop, the checksum must be recomputed because one or more fields 

of the header changes regularly. 

11. Source IP Address and Target IP Address 

Each of these fields is of 32-bit length. The source field specifies the port number of the sender host 

that sends the fragment. 
whereas, the destination field specifies the port number of the receiver host that receives the 

fragment. 

12. Options Field 

It is of variable length. Options may occupy space at the end of IP header and there lengths a is 
generally used to provide more information that wasn't covered in the IP header.  

 

3.4.2 IPv4 Addressing 
 Q18. Discuss in brief about the IPv4 addresses. 

Answer: 

IPv4 Address 
IPv4 (IP-version 4) defines 32-bit IP address for hosts and routers connected to the Internet. Each 

host and router has a unique and universal IP address.. This means that, no two hosts connected to 

the Internet can have same IP address at the same time. Any host that wants to establish connection 

on the Internet must accept the addressing system. Hence, IPv4 addresses are unique and universal. 

Address Space 
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An address space is defined as the total number of addresses that are used by the protocol. IPv4 
protocol uses 32-bit addresses. Hence, the address space of IPv4 is 232 or 4, 294, 967, 296. (i.e., 

more than 4-billion). If limitation is not given then these large number of devices can be connected 

on the Internet. The IPv4 address makes use of three generated notations. They are, 

They are, 

1.Binary Notation 

Binary notation is a popular notation to present an IPv4 address which is displayed as 32 bits. An 

IPv4 address can be defined as a 32-bit address or a 4 byte address where each octet (8-bits) refers to 
one byte. 

 

Example 
 

The example of IPv4 address in binary notation.is, 

 
 

2.Dotted Decimal Notation 

Dotted Decimal Notation is another notation that specifies the IPv4 addresses. Generally Internet 
addresses are written in decimal form which are more easier to look through. In decimal forms, each 

octet (byte) is separated by decimal point (dot), and its value ranges from 0 to 255. 

Example 
The dotted decimal notation for the IPv4 binary notation is given below. 

 
 

 

3.Hexadecimal Notation 

Hexadecimal notation is another notation which is used rarely to specify the IPv4 addresses. Here, 
every set of four bits is equal to a single hexadecimal digit. That is, in an address of 32-bit there are 

total 8-hexadecimal digits. This type of notations are mostly used in network programming. 

 
Example 

 
Hierarchy In Addressing 

    Ever communication network requires hierarchy in addressing systems. For example, a postal 
network or a postal addressing system involves the following hierarchy. 
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The hierarchy of 32-bit IPv4 addressing is divided into two parts i.e., prefix and suffix. Prefix 

is the first part of the address whose length is 'n' bits. It basically defines the network. 

The second part of the IPv4 address is suffix and the length a is (32-n) bits. It basically 
defines the node. The length of prefix can be fixed or variable. The following figure shows 

the hierarchy in IPv4 addressing. 

 
 

Q19. Explain the working of DHCP protocol with its header format. 

Answer: 

Dynamic Host Configuration Protocol (DHCP) 
Dynamic Host Configuration Protocol (DHCP) is mainly used for the simplification of installation 

and maintenance networked computers. If a new computer is connected to a network, DHCP can 

provide it with all necessary information system integration into the network, e.g., address of a DNS 
server and the default router, the subnet mask, the domain name and an IP address. DHCP mainly 

used as mobile IP as a source since it has the capability of providing an IP address. DHCP 

mechanism are quite simple. Since, many options are available. DHCP is based on a client/server 

model as shown in figure (1) 
contains one client and two servers. 
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DHCP clients send a request to a server (DHCP DISCOVER) to which the server responds. 

A client sends requests using MAC broadcasts A DHCP relay might be needed to forward requests 

to a DHCP server. Client initialization via DHCP is shown in figure (2) 

 
(i) In above figure there is one client and two servers. The client broadcasts a DHCP 

DISCOVER into the subnet. There might be a relay to forward this broadcast. 

Two servers receive this broadcast and determine the configuration they can offer to the 
client. Servers reply to the client's request with DHCP OFFER and offer a list of configuration 

parameters. The client can choose one of the offered configurations.  

(ii). The client then replies to the servers, accepting one of the configurations and 

rejecting the others using DHCP REQUEST. If a server receives a DHCP REQUEST with a 
rejection it can free the reserved configuration for other possible clients. The server with the 

configuration accepted by the client, confirm the configuration with DHC PACK this completes the 

initialization phase. 
(iii) If a client leaves a subnet, it releases the configuration received by a server using DHCP 

RELEASE. The server free the context stored for the client and offer the configuration again. The 

configuration which a client gets from a server is only leased for a certain amount of time. Therefore, 
the client has to reconfirm the configuration from time to time otherwise, 

the server will free the configuration. This time out of configuration helps in case of crashed 

nodes or nodes moved away without releasing the context. 

Advantage 
(i) The DHCP is good for supporting the acquisition of Care-Of-Addresses (COA) for mobile 

nodes. The hosts for all other parameters needed, such as addresses of the default router, DNS 

servers, the time server etc. 
(ii) A DHCP server should be located in the subnet of the access point of the mobile node or 

atleast a DHCP relay should provide forwarding of the messages. 

Disadvantages 

(i) Security Issue there is no authentication of DHCP messages specified. This means that 
the mobile node cannot a DHCP server and the DHCP server cannot trust the mobile node. 

(ii) There is no protocol for server-server configuration i.e., one DHCP server cannot 

communicate with another DHCP server and exchange currently used configuration thus, 
configurations on servers have to be set up by hand.. 
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(iii) An administrator has to take care that every DHCP server has its own address space for 
clients. This typically results in address space fragmentation.  

 

3.4.3 Internet Control Message Protocol (ICMP) 

Q20. Write a short notes on ICMP. 
Answer: 

Internet Control Message Protocol (ICMP) 

ICMP has been designed to overcome the problems posed by IP protocol. It is used in IP 
network management and administration. Its importance is seen in IP implementations. It is said 

to be a control protocol because it does not hold the data it keeps the report of data. The 

latest version of ICMP is ICMP4. 
Types of ICMP Messages 

ICMP messages are categorized into following two types, 

1. Error-reporting messages 

2. Query messages. 

1. Error Reporting Messages 

These messages report about the issues encountered by host/ router while processing an IP 

packet. 

2.Query Messages 

These messages help the network manager in retrieving specific information about the 

network from host/router. 

Format of ICMP Message 

Every ICMP message is encapsulated with an 8-byte header, which is followed by variable 

length data field. of header vary depending on the type of message being transmitted, the first 32-bits 

of the header remains message. The general format of ICMP message is as follows. 

 
figure (1): ICMP Message Format 

 

1. Type 
This is a 1-byte field that specifies the message type. 

 

2. Code 

This is a 1-byte field that specifies the reason for including a particular type of message. 
 

3. Checksum 

This is a 2-bytes field that is used for detecting the errors within the message. 
 

4. Remaining Part of Header 

This is a 4-byte field that contains information specific to the type of message specified in "type" 
field. 

 

5.Data 

This is a variable length field that contain data pertaining to respective message type. If "error 
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messages" are specified "type" field then the data part contain information for searching the actual 
erroneous packet. Moreover if "query message are specified in "type" field then data part contain 

additional information depending on the query type. 

Message Format of ICMPv4 

ICMPv4 is the integral part of IPv4 format (i.e., fourth version of IP protocols). This is included in 
the IPv4 header format. to main purpose is to provide the information of error, loss of data packets 

and also it controls the data. 

 
The above figure shows the basic ICMPv4 message format. It also shows the association between IP 

and physical frame. The ICMPv4 messages are transmitted in the data area of IPv4 datagram which 
uses protocol type of 1. In addition to this, it will follow all standard IPv4 datagram formatting rules. 

The ICMPv4 has a fixed format header wherein the first octet which is type field specifies the format 

of ICMPv4 message, the single octet code field specifies the type of message in use, and the 16 bit 
checksum field specifies the integrity check on the complete ICMPv4 message including header and 

data areas. The computation of actual value within the checksum field is performed by breaking the 

message into sequence of 16 bit words. Then it is added in 1's compliment arithmetic with any carry-

the generated result in then added into the checksum field. However, the IP header is not 
significantly used in the computation of ICMPv4 checksum. Moreover, the variable length ICMPv4 

data area specifies the actual message. 

 

3.4.4 IPv6 

021. Explain about IPv6 addresses. 

Answer: 

IPv6 Addresses 

The IPv6 addresses were introduced to overcome the problems related to, 

(i) Address depletion for the Internet 

(ii) Lack of accommodation for real time audio and video transmission 
(iii) Data encryption and authentication. 

 

Structure 
 

An IPv6 address is 128 bits long (i.e. 16 bytes). The structure of IPv6 addresses is based on 

hexadecimal colon notation and abbreviation that enables the IPv6 address to be more readable and 
abbreviated. 

 

(a)Hexadecimal Colon Notation 
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Hexadecimal colon notation of IPv6 address makes them more readable. In hexadecimal colon 
notation 128 bits are divided into eight sections where each section is of 2 bytes, which requires four 

hexadecimal digits. This implies that IPv6 address (a) comprises of 32 hexadecimal digits. The 

arrangement of these digits is made in such a way that a colon is placed as a separator a between 

every four digits.  
Example 

 
(b) Abbreviation 

The hexadecimal notation results in a very long format consisting of numerous zero digits. In 

such cases, the abbreviation technique can be applied to the address where the leading zeroes(but not 
trailing zeros) can be eliminated from the section. The abbreviation can beperformed only once for 

every address. That is, if there are two sections of zeroes, only one 

of them abbreviated. The re-expansion of the abbreviated address is performed easily just 
by aligning the unabbreviated parts and inserting zeroes so as to get the original expanded 

address. 

Example 

 
Address Space 

The IPv6 addresses consists of much larger address space with the availability of storing 

maximum of 2 address address of IPv6 is divided into various categories, which are defined 
by the left most bits called "type prefix" of each address prefix is of variable length and is 

used so as to ensure that the first part of a code is different from other code, thereby avoid 

ambiguity issue. The following table shows the prefix of every address type, 
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Type of Addresses 

IPv6 defines the following different type of addresses, 
1.Unicast Addresses 

The unicast address defines a single host. Therefore, if the packet is supposed to be forwarded using 

unicast address, then it should be delivered to that particular destination. There are two types of 
unicast addresses defined by IPv6. 

(a) Geographic based address 

(b) Provider based address. 

 

(a) Geographic Based Address 

Geographic based address was introduced as an alternative for Simple Internet Protocol (SIP). These 

addresses are based on geographic location and once assigned they cannot be changed. The 
geographic based addresses are significantly complicated and are highly expensive. The geographic 

address allocation is used in developing improved automatic and dynamic host con figuration in 

IPv6. 

 

(b) Provider Based Address 

 

Provider based address is generally used as a unicast address by a normal host. See The address 
format of provider based address is as follows, 

 
(i) Type Identifier 

The type identifier is a 32-bit field that defines the address as a "provider-based address". 

(ii) Registry Identifier 

The registry identifier is a 5-bit field that specifies the agency that has registered the address. 

(iii) Provider Identifier 

The provider identifier is a 16-bit field that specifies the provider for Internet access. 

(iv) Subscriber Identifier 
The subscriber identifier is a 24-bits field that is assigned if the organization subscribe to the Internet 

via provider. 

(v) Subnet Identifier 

A subnet identifier is a 32-bit field that defines a particular subnetwork that belongs to a subscriber. 
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(vi) Node Identifier 
A node identifier is a 48-bit field that specifies the identity of the node which is connected to a 

subnet. 

2. Multicast Address 

Multicast address defines a group of hosts rather than a specific host if a packet is supposed to be 
forwarded, then delivered to each and every member of a group. The address format of multicast 

address is as follows, 

 
(i) Flag 

The flag field is a 4-bit field that specifies whether the group address is a permanent address (0000) 

or transient a dress (0001). 

(ii) Scope 

The scope field is a 4-bit field that defines the scope of the group address. The following table shows 

different scopes. 

 
3.  Any Cast Address 

Any cast address defines a group of host. A packet intended for any cast address is delivered to only 
a single member of any cast group that have shortest route. 

4.Reserved addresses 

Reserved addresses consist of eight zeroes in the beginning. The sub-categories of reserved 
addresses are as follows, 

(a)Unspecified Address 

It is used when the host is unaware of its own address and requests other host to determine its 
address. 

 
(b).Loop Back Address 

It is used by the host inorder to test itself without traversing the network 

.  

(c).Compatible Address 
It is used by the host that wants to perform transition from IPv4 to IPv6. 
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(d)Mapped Address 

It is used by a host that wants to perform transition from IPv6 to IPv4. 

 
 

 

5. Local Addresses 
If an organization is in need of IPv6 protocol without connecting itself to the global Internet, then it 

uses local addresses. Alternatively, local addresses are the addresses provided to private networks. 

An organization using this address cannot send beyond its boundary network... 

(a) Link Local Address 
The two types of addresses defined by local addresses are as follows, 

 
(b) Site Local Address 

It is used in an isolated site consisting of many subnets. 

 
 

Q22. Draw the IPv6 packet header format. 

Answer: 

IPv6 Header Format 
The IPv6 packet is made up of header payload. Payload consists of optional extension headers and 

data from top layer The base header has fixed length of 40 bytes but the extension headers and data 

from top layer has approximately 65,535 byte of data. The following figure shows IPv6 datagram 
header and payload. 
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Base Header 
The following figure shows the format of an IPv6 header. 

 
(i) Version 

It is a 4-bit field defining the version number of the Internet protocol. 

Example: IPv6 has the value 6. 

(ii) Priority 

It is a 4-bit field defining the priority of the packet related to traffic congestion. 

(iii) Flow Label 

It is a 3-byte field used for handling flow of data. 

(iv) Payload Length 

It is a 2-byte field defining IP datagram length. 

(v) Next Header 
It is a 8-bit field defining the header after the base header in the datagram. The next header can be an 

headers used by IP or the header of an encapsulated packet like UDP or TCP every extension header 

includes this field. version 4, this field is called the protocol. The values of the next headers are 

tabulated below, 

 
(Vi) Hop Limit 
It is 8-bit field, which has the same function as that of TTL field in IPv4. 

(vii) Source Address 

It is 16-byte Internet address field identifying the actual source of the datagram. 
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(viii) Target Address 
It is a 16-byte Internet address field identifying the final target of the datagram. In case of source 

routing, this field includes the address of the next router. 

 

Q23. Compare IPv4 and IPv6. Also write the advantages of IPv6 over IPv4. 
 

Answer: 

 

 
Advantages of IPv6 Over IPv4 

IPv6 has the following advantages over IPv4, 

1. IPv6 has a larger address space. It is 128-bits long. It has 296 increase in its address space 
compared with that of 32 address of IPv4. 

 

2.It has a better header format wherein the options are separated from the base header and if required 
they are placed between the base header and the upper-layer data. Routing process is simplified and 

speeded up because most options & not require to be checked by the routers. 

3. It has new options which adds additional functionalists. 
4. If necessary, the protocol can be intended by new technologies or applications. 

5. It supports resource allocation. The type-of-service field is removed and a method called flow 

label is introduced which allows the source to request packet handling. This method can handle 

traffic like real-time audio and video can be supported  
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Q1.a. Q1.b. Q 2.a. Q 2.b. Q 3.a. Q 3.b. Q 4.a. Q 4.b. 4 QUESTIONS 4 QUESTIONS 2 QUESTIONS 4 QUESTIONS 4 QUESTIONS 2 QUESTIONS

C01 CO2 CO1 CO2 CO1 CO3 CO2 CO3 CO1 CO2 CO3 CO1 CO2 CO3

S.No H.T.No NAME OF THE STUDENT 2 2.5 2.5 2.5 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

1 20X01A0401 Andhe Nishanth 5 5

2 20X01A0402 Akula Yugander 2 2 2 2.5 2 2 1 1.5 0.5 1 5 22

3 20X01A0403 Bandi Rakesh 2.5 2 2 2 1 2.5 0.5 1 5 19

4 20X01A0404 Bokka Sai Charan 2.5 2.5 2.5 2 2 1 2 1.5 0.5 5 22

5 20X01A0405 Bollapelly Mounyasree Goud 2.5 2.5 2.5 2 2 2 1 1.5 2 0.5 5 24

6 20X01A0406 Bongunuri Supriya 2 2.5 2 2 2 1 1.5 1.5 0.5 5 20

7 20X01A0407 Botcha Rohith 2.5 1 2 2 1 2 2 1 5 19

8 20X01A0408 Chandana Teja 2.5 2 2.5 2 2 1 2 2 1 5 20

9 20X01A0409 Ch Tejaswanth Chowdary 2.5 2 2 1 1 0 0 5 14

10 20X01A0410 Darla Sisindri 2.5 2.5 2.5 1 2 2 1 2 0.5 0 5 20

11 20X01A0411 Dasu Sai Charan 2.5 2.5 2 2 1 0 0 0 5 15

12 20X01A0412 Datrika Manikanta 2.5 2.5 2 2 2 1 1.5 1 0.5 5 20

13 20X01A0413 Giduturi Ajay Kumar 2.5 2 2 1 1.5 1.5 0 5 16

14 20X01A0414 Govinda Madhukar 0.5 1 2 2 1 1 1 0.5 5 14

15 20X01A0415 Gutta Bala Krishna 2.5 1.5 2 2 1 1 0 0 5 15

16 20X01A0416 Jangiti Sai Teja 2.5 0.5 2.5 2 2 1 1 1.5 0.5 5 19

17 20X01A0417  Jaggannagari Shivakumarreddy 1.5 2 2 2 1 0.5 0 0 5 14

18 20X01A0418 Koraboina Aravind 2.5 2 2.5 2.5 2 2 1 1.5 1.5 1 5 21

19 20X01A0419 Kasula Shiva 2.5 1 2.5 2 2 1 1.5 1.5 0.5 5 20

20 20X01A0420 Kondabathulla Priyanka 2.5 2.5 1 2 2 1 1 0 0 5 17

21 20X01A0421 Kalakanti Pavankumar Reddy 2 2 2 2 1 0.5 2 0.5 5 15

22 20X01A0422 Kasula Rohith 2.5 2.5 2 2 1 2 1.5 0.5 5 18

23 20X01A0423 Mamidi Soumya 2.5 2.5 2 2 1 1.5 1 0 5 19

24 20X01A0424 Mekala Mallikarjun Reddy 2 1.5 2 2 2 1 1 1 1 5 18

25 20X01A0425 Mukkamala Sarvari Priya 2.5 2.5 2.5 2.5 2 2 1 2 2 0 5 23

26 20X01A0426 Musku Yogeshwar 2.5 2.5 2.5 2 2 1 1 1 1 5 19

27 20X01A0427 Nuthula Harshitha Reddy 2.5 2.5 1.5 2 2 2 1 1.5 1.5 1 5 21

28 20X01A0428 N Navitha 2.5 2.5 2.5 2 2 1 1.5 1.5 1 5 22

29 20X01A0429 Nadol Sumalatha 2.5 2.5 2 2 1 1 1 0.5 5 18

30 20X01A0430 Oruganti Praveen A A A A A A A A A A 5 5

31 20X01A0431 Paritala Navya 2 2 1,5 2 2 1 1 1 0 5 18

32 20X01A0432 Peddapatlola Sai Ajay 2.5 2 2 1 1 1 0 5 15

33 20X01A0433 Perudi Aravind Reddy 2.5 2 2 1 1 1 0 5 15

34 20X01A0434 Pippera Akanksha 2.5 2.5 2.5 2.5 2 2 1 1.5 1.5 1 5 24

35 20X01A0435 Sangati Rammohan 2.5 2.5 2 2 1 1 1.5 0.5 5 17

36 20X01A0436 Sareddygari Bharath Reddy 2.5 1 2 2 1 1 0.5 0.5 5 16

37 20X01A0437 Sirinomula Sai Krishna 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

38 20X01A0438 Sunkara Harshitha 2.5 2.5 2.5 2.5 2 2 1 2 1.5 1 5 25

39 20X01A0439 Sahukari Bhavani 2.5 2.5 2.5 2 2 1 1 1 1 5 21

40 20X01A0440 Sandi Anuhya 2.5 2.5 2.5 2.5 2 2 1 2 1.5 0.5 5 19

41 20X01A0441 Satti Uttej 2.5 2.5 2.5 2 2 1 2 2 1 5 20

42 20X01A0442 Thota Uma Maheshwari 2.5 2.5 2.5 2.5 2 2 1 1.5 2 0.5 5 24

43 20X01A0443 Todeti Joshna 2.5 2.5 2.5 2 2 1 2 1.5 0.5 5 22

44 20X01A0444 Takkala Aishwarya 2.5 2.5 2.5 2 2 1 1.5 1 0.5 5 21

45 20X01A0445 Udari Ramu 2 1 2 2 1 2 1.5 1 5 18

46 21X05A0401 Agurla Ajay 2.5 2.5 2.5 2.5 2 2 1 1.5 1.5 0.5 5 24

47 21X05A0402 Allaka Krishna 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

48 21X05A0403 Aloni Manikanta 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

49 21X05A0404 Arepally Bharadwaj 2.5 2.5 2.5 2 2 1 1.5 2 1 5 22

50 21X05A0405 B Mahesh 2.5 2.5 2 2 1 1.5 2 1 5 20

51 21X05A0406 Bhukya Ashok 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

52 21X05A0407 Chilukuri Nithya 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

53 21X05A0408 Chinthapally Naga Rohith Reddy 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

54 21X05A0409 Dandige Sai Teja 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

55 21X05A0410 Eega Tharun 2.5 2.5 1.5 2.5 2 2 1 2 2 1 5 24

56 21X05A0411 Gajula Divya 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

57 21X05A0412 Goli Akshay 2.5 2.5 2.5 2 2 1 1.5 1.5 0.5 5 21

58 21X05A0413 Gone Jayanth 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

59 21X05A0414 Goute Leena Sri 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

60 21X05A0415 Gudeshe Chandu 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

61 21X05A0416 Jangam Shashank Goud 2 2.5 2.5 2 2 1 1.5 2 1 5 22

62 21X05A0417 K Sandhya Rani 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

63 21X05A0418 Kola Bhargav Yadav 2.5 2.5 2.5 2.5 2 2 1 1.5 1.5 1 5 24

64 21X05A0419 Komanaboina Ashmitha 2.5 2.5 2.5 2 2 1 2 2 0.5 5 22

65 21X05A0420 Konapur Shushmitha 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

66 20X01A0446 Uppugalla Varun Kumar 2.5 2.5 2.5 2 2 1 2 2 0.5 5 22

67 20X01A0447 Vinjamu Sivarama Krishnama Naidu A A A A 2 2 1 2 2 1 5 15

68 20X01A0448 Vanga Ajay Reddy 2.5 2.5 2.5 2 2 1 1.5 1.5 0.5 5 21

69 20X01A0449 Vallakonda Gouthami Reddy 2.5 2.5 2.5 1 2 2 1 1.5 2 1 5 23

70 20X01A0450 Voruganti Rohith Reddy 2.5 2 2 1 1 1 1 5 16

71 20X01A0451 Alluri Leela Sai 2.5 2.5 2.5 2 2 1 1 1 1 5 21

72 20X01A0452 Arakala Varun Raj 2.5 2.5 2.5 2 2 1 1.5 2 0.5 5 22

73 20X01A0453 Baddam Ruchitha Reddy 2.5 2.5 2.5 2 2 1 1.5 2 0.5 5 22

74 20X01A0454 Banda Araya Raj 2.5 2.5 2.5 2 2 1 1 2 1 5 22

75 20X01A0455 Bandi Bhavishya 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

76 20X01A0456 Bandi Dheeraj Kumar Reddy 2.5 2.5 2 2 1 1.5 1.5 1 5 19

77 20X01A0457 Chandupatla Harshitha 2.5 2.5 2.5 2.5 2 2 1 1.5 1.5 0.5 5 24

78 20X01A0458 Chilveru Aravind 2.5 2.5 2 2 2 1 1.5 1.5 0.5 5 21

79 20X01A0459 Chitikala Uma Mahesh 2.5 2 2.5 2.5 2 2 1 1.5 2 1 5 24

80 20X01A0460 Deshapathi Sathwik Sharma 2.5 2.5 2 2 1 2 2 1 5 20

AWARD LIST SUB: Data Communications And Networks
 NARSIMHA REDDY ENGINEERING COLLEGE MID-I SUBJECTIVE MARKS   SUB: DCN

MID-I QUIZ MARKS

DEPT. 0F ECE-A & B OBJECTIVE FILL IN THE BLANKS
ASSIGNMENT TOTAL FINAL MID-I 

MARKSIII  YEAR I SEM (NR20)              ACADEMIC YEAR 2022-23
COS (CO1, CO2, CO3, CO4, CO5) 



81 20X01A0461 Dhamugatla Sujith Kumar Reddy 2.5 2 2 1 2 2 1 5 18

82 20X01A0462 Donthula Lokesh Kumar 2.5 1 2.5 2.5 2 2 1 1.5 1.5 1 5 23

83 20X01A0463 Erra Layareddy 2.5 2.5 2.5 2 2 1 0.5 2 1 5 21

84 20X01A0464 Gadde Sai Shashank 2 2 1 1.5 2 0.5 5 14

85 20X01A0465 Ganta Narasimha Charan 2.5 2.5 2 2 2 1 1.5 2 0.5 5 21

86 20X01A0466 Gayathri Gouru 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

87 20X01A0467 Kommu Ruthvik 2.5 2.5 2 2 1 1.5 1.5 0.5 5 19

88 20X01A0468 Kotagiri Prashanth 2.5 2.5 2 2 1 1 1.5 1 5 19

89 20X01A0469 Kothamasu Anusha 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

90 20X01A0470 Kotla Sai Kiran 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

91 20X01A0471 Kukkala Surya Naresh 2.5 2.5 2 2 1 1 2 1 5 19

92 20X01A0472 Lakkidi Sathwik Reddy 2.5 2.5 2 2 1 2 2 1 5 20

93 20X01A0473 Malyala Venu 2.5 2.5 2.5 2.5 2 2 1 1.5 2 0.5 5 24

94 20X01A0474 Mailaram Manideep 2.5 2.5 2.5 2.5 2 2 1 1 2 1 5 24

95 20X01A0475 Madhava Reddy Gari Nichitha 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

96 20X01A0476 Nallola Mahender Reddy 2.5 2.5 2 2 1 2 1.5 1 5 20

97 20X01A0477 Naramala Ankoji 1 2 1.5 2 2 1 1 2 1 5 19

98 20X01A0478 Nune Rajashekharreddy 2.5 2.5 2 2 1 2 2 1 5 20

99 20X01A0479 Pirlapally Ravi Kiran Reddy 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

100 20X01A0480 Pochugari Chandrashekar Reddy 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

101 20X01A0481 Poola Poojitha 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

102 20X01A0482 Puchakayala Dashawanth Reddy 2.5 1 2.5 2.5 2 2 1 2 2 1 5 24

103 20X01A0483 Ravella Abhishek 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

104 20X01A0484 Billa Swarna Latha 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

105 20X01A0485 Poloju Swathi 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

106 20X01A0486 Sri Ravi Kumar 0.5 2.5 2 2 1 2 2 1 5 18

107 20X01A0487 G Yashwanth 2.5 2 2 1 1.5 1.5 0.5 5 16

108 20X01A0488 Bandi Vaishnavi 2.5 2.5 2.5 2.5 2 2 1 1.5 2 1 5 25

109 20X01A0489 Chadmal Harish Rao 2.5 2.5 1.5 2 2 1 2 2 1 5 22

110 20X01A0490 Syed Usman 2.5 2 2 1 2 2 1 5 18

111 20X01A0491 T Anand Sai Kumar 2.5 2.5 2 2 1 2 1.5 1 5 20

112 21X05A0421 Kuncham Sai Praharsha 2 2.5 2.5 2.5 2 2 1 2 2 1 5 25

113 21X05A0422 Magi Anand 2.5 1.5 2.5 1.5 2 2 1 2 2 1 5 23

114 21X05A0423 Medikayala Harika 2.5 2.5 2.5 2 2 1 1 1 0.5 5 20

115 21X05A0424 Mekala Govardhan 2.5 2 2.5 2 2 1 2 1.5 1 5 22

116 21X05A0425 Mittapally Ajay Sai Kumar 2.5 2.5 2.5 2.5 2 2 1 2 1.5 1 5 25

117 21X05A0426 Nadirega Sai Prasad Reddy 2.5 2.5 2.5 1.5 2 2 1 1.5 2 1 5 24

118 21X05A0427 Pala Surya Prakash Reddy 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

119 21X05A0428 Panthula Harika 2.5 2.5 2.5 1 2 2 1 1 1 1 5 22

120 21X05A0429 Pentela Charan Sai 2.5 2.5 2.5 1 2 2 1 2 2 1 5 24

121 21X05A0430 Sai Kiran Gangshree 2.5 2.5 2 2 1 2 2 1 5 20

122 21X05A0431 Nanded Ranavika 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

123 21X05A0432 Sanjann Gari Arvind Reddy 2.5 2.5 2 2 1 2 2 1 5 20

124 21X05A0433 Sappati  Sai Charan Reddy 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

125 21X05A0434 Shingiri Konda Tejaswini 2.5 2.5 2.5 0.5 2 2 1 2 2 1 5 23

126 21X05A0435 Talagapu Vinay Kumar 1.5 2.5 2.5 2.5 2 2 1 2 2 1 5 24

127 21X05A0436 Tegampur  Akshitha 2.5 2.5 2.5 2 2 1 2 2 1 5 23

128 21X05A0437 Vagumari Sambu Prashanth 2.5 2.5 2.5 1 2 2 1 2 2 1 5 24

129 21X05A0438 Vallakatla Sai Krishna 2.5 2.5 2.5 2.5 2 2 1 2 2 1 5 25

130 21X05A0439 Vasireddy Junendra 2.5 2.5 2.5 2.5 2 2 1 2 1.5 1 5 25

131 21X05A0440 Vutukuru Uday Sri Sai 2.5 2.5 2.5 2 2 1 2 2 1 5 23

Questionwise Max Marks 2.5 2.5 2.5 2.5 2.5 2.5 2.5 2.5 2 2 1 2 2 1

No of students attempted 107 80 7 2 103 75 16 7 129 129 129 129 129 129

Competence 54% Threshold 105 75 7 2 102 66 15 7 129 129 129 102 105 86

% of students secured 54% threshold 98.13 93.75 100.00 100.00 99.03 88.00 93.75 100.00 100.00 100.00 79.07 81.40 66.67
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